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UXBRIDGE HIGH SCHOOL
Department of Computer Science
 
Year 11  →  Year 12
Transition Booklet
OCR A-Level Computer Science  ·  H446
Eight weeks of theory, Craig & Dave video links, and tasks to complete — covering every examinable topic in the specification.
8 Weeks  ·  All Spec Topics  ·  30+ Tasks  ·  Craig & Dave Videos  ·  EduBlocks Python  ·  Full NEA Guidance
 
Name: ___________________________________     Teacher: ___________________________________     Form: __________




Welcome — Read This First

This booklet maps directly to the OCR H446 A-Level Computer Science specification and covers every examinable topic area. Each week builds on the last — concepts are linked throughout so you can see how the subject fits together.

	📖  How to use this booklet
Each week has three sections:
LEARN — theory explained clearly, mapped to the exact specification reference
WATCH — direct Craig & Dave YouTube video links for every topic
TASKS — written questions, diagram tasks and Python coding challenges



	→  Topic links
Topics in computer science are deeply connected. Where a concept links forward or back to another week, you will see a Links to note. Revisit those sections as you progress — the connections are what the examiners test.



	🐍  EduBlocks — Python coding
Go to app.edublocks.org · Select Python 3 · Use TEXT MODE only (not blocks). No account needed. All Python tasks assume text mode.



	▶  Craig & Dave
The best free video resource for OCR A-Level CS. Every week links directly to the relevant videos. Full playlist at youtube.com/@CraigDave — search 'OCR A Level Computer Science'.



The OCR H446 Qualification

	Component
	Weight
	Format
	Topics covered

	01 — Computer Systems
	40%
	2h 30min written
	Processors, software, networking, databases, data representation, Boolean algebra, ethics

	02 — Algorithms & Programming
	40%
	2h 30min written
	Computational thinking, programming techniques, algorithms, Big-O, data structures

	03/04 — Programming Project (NEA)
	20%
	Coursework
	Analyse, design, build, test and evaluate a real program — no exam



No calculators are permitted in either exam. All binary, hexadecimal and arithmetic must be done by hand.

	Week
	Topic area
	Spec sections

	1
	Processors, Architecture & Storage
	1.1.1, 1.1.2, 1.1.3

	2
	Software, Operating Systems & Languages
	1.2.1, 1.2.2, 1.2.3, 1.2.4

	3
	Data Types, Number Systems & Boolean Algebra
	1.4.1, 1.4.3

	4
	Data Structures & Algorithms
	1.4.2, 2.3.1

	5
	Compression, Encryption, Databases, Networks & Web
	1.3.1, 1.3.2, 1.3.3, 1.3.4

	6
	Object-Oriented Programming & Programming Techniques
	1.2.4e, 2.2.1

	7
	Computational Thinking & Problem Solving
	2.1, 2.2.2, 2.3.1

	8
	Ethics, Law, OCR Pseudocode & NEA Guidance
	1.5.1, 1.5.2, Component 03/04







Writing Python in EduBlocks Text Mode
Before Week 1, make sure you can open EduBlocks and type a Python program. Follow these steps exactly. All Python tasks in this booklet assume you are using EduBlocks in text mode.

STEP-BY-STEP SETUP GUIDE

	1
	Open EduBlocks
Go to app.edublocks.org in any browser. Click New Project and select Python 3 as your language.
	[image: ][image: ]



	2
	Switch to text mode
You should see a dark editor where you type code directly. If you see coloured snap-together blocks, look for a Text toggle at the top and click it. You want the plain text editor only — no blocks.
	[image: ][image: ]



	3
	Type your first line
Click the editor and type exactly: print("Hello, World!") — including brackets and quote marks. Python is case-sensitive and punctuation matters.
	[image: ]







	4
	Run it
Click the ▶ Run button. The output panel at the bottom should show: Hello, World!  If you see an error, check your punctuation carefully.
	[image: ][image: ]



	5
	Understand indentation
Python uses 4 spaces (or one Tab) to indent lines inside if, for, while, and def. Getting this wrong is the most common beginner error. EduBlocks will highlight indentation mistakes.



	6
	Save your work
Click Save or press Ctrl+S. Keep a separate notebook recording what each program does and what you learned from writing it.






	WEEK 01   |   Processors, Architecture & Storage


Spec ref: 1.1.1 Structure & function, 1.1.2 Types of processor, 1.1.3 Input/output/storage
→  Links to: Week 2 — OS manages the CPU; interrupts pause the FDE cycle  |  Week 3 — MAR holds binary memory addresses

	
		THEORY  —  CPU Components and the FDE Cycle


	CPU Registers
	Register / Unit
	Full name
	Role

	ALU
	Arithmetic Logic Unit
	Performs all arithmetic (add/subtract) and logical operations (AND, OR, NOT)

	CU
	Control Unit
	Fetches, decodes and coordinates — directs all other components

	PC
	Program Counter
	Holds the address of the NEXT instruction to fetch; incremented after each fetch

	MAR
	Memory Address Register
	Holds the memory address the CPU wants to read from or write to

	MDR
	Memory Data Register
	Holds the data being read from or written to memory (also called MBR)

	CIR
	Current Instruction Register
	Holds the instruction currently being decoded/executed

	ACC
	Accumulator
	Stores the result of the most recent ALU operation

	Cache
	Cache memory
	Small, very fast memory in/near the CPU; stores recently used data to reduce RAM trips



Buses
	Bus
	Carries
	Direction

	Data bus
	Actual data and instructions being transferred
	Bidirectional — CPU ↔ memory, CPU ↔ I/O

	Address bus
	Memory addresses the CPU wants to access
	Unidirectional — CPU → memory/I/O

	Control bus
	Control signals: read/write, clock, interrupt, reset
	Bidirectional — synchronises all components






The Fetch-Decode-Execute Cycle
	Stage
	What happens

	FETCH
	PC → MAR. Instruction at that address → MDR. PC incremented by 1.

	DECODE
	CIR receives instruction from MDR. CU decodes: identifies operation and operands.

	EXECUTE
	CU signals ALU, memory or I/O as needed. Results stored in ACC or written to memory.



CPU performance factors: clock speed (GHz), number of cores, cache size. Pipelining overlaps FDE stages so multiple instructions are processed simultaneously, improving throughput without increasing clock speed.

Processor Architectures
	Architecture
	Description
	Used in

	Von Neumann
	Instructions and data share the same memory and buses. Simple but the shared bus creates a bottleneck.
	Most general-purpose computers

	Harvard
	Separate memory and buses for instructions and data. Faster but more complex hardware.
	Embedded systems, DSPs, microcontrollers

	Contemporary
	Modern CPUs use modified Harvard internally (separate caches) with a Von Neumann external interface.
	x86/ARM processors



Processor Types
	Type
	Key difference
	Example use

	CISC
	Complex instructions, variable length; hardware does more work per instruction
	x86 desktop/laptop processors

	RISC
	Simple, fixed-length instructions; relies on compiler; faster individual execution
	ARM (phones, tablets, Apple Silicon)

	GPU
	Thousands of small cores for highly parallel workloads — not just graphics
	AI/ML training, video rendering, scientific simulation

	Multicore
	Multiple independent CPU cores on one chip; true parallel processing
	All modern computers and phones






Input, Output and Storage
	Type
	Examples
	Characteristics

	Magnetic
	HDD
	Spinning platters and read/write head. High capacity, low cost/GB, slower. Vulnerable to physical shock.

	Flash / SSD
	SSD, USB drive, SD card
	No moving parts. Fast, durable, low power. More expensive per GB than HDD.

	Optical
	CD, DVD, Blu-ray
	Data as pits/lands on spinning disc. Cheap to produce; read-only variants common.

	RAM (DRAM)
	Main memory
	Volatile — loses data without power. Fast random access. Primary working memory.

	ROM
	BIOS/UEFI chip
	Non-volatile — retains data without power. Read-only in normal use. Stores firmware.

	Virtual storage
	Cloud storage
	Remote servers accessed via network. Appears as local storage. Effectively unlimited capacity.









	
		▶  WATCH  —  Week 1 — Craig & Dave


	▶  1.1.1 Structure & Function of the Processor   youtu.be/FZGugFqdr60   —  CPU registers, buses, FDE cycle in full
▶  1.1.2 Types of Processor   youtu.be/WSRnqOXQl6Y   —  CISC, RISC, GPU, multicore, pipelining
▶  1.1.3 Input, Output and Storage   youtu.be/ydprgSuQHiQ   —  Magnetic, flash, optical, RAM, ROM, virtual storage






		TASK 1.1     Label the CPU and trace the FDE cycle  [1.1.1a–b]


	a) Draw and label a diagram of the CPU showing: ALU, CU, PC, MAR, MDR, CIR, ACC. Add the data bus, address bus and control bus connecting to main memory.

	CPU and bus diagram — label all components and show bus directions
 
 
 
 
 
 
 
 
 
 



b) The PC holds the value 200. Trace one complete FDE cycle. State the contents of PC, MAR, MDR and CIR at each stage.

	Trace — name each register and its value at each stage
 
 
 
 
 









		TASK 1.2     Processor performance and architecture  [1.1.1c–e, 1.1.2]


	a) Explain why increasing clock speed alone does not always improve overall CPU performance. Name two other factors that affect performance.

	Your answer
 
 
 






b) A machine learning researcher is training a large neural network. Explain why a GPU is better suited to this task than a standard multicore CPU.

	Your answer
 
 
 



c) Compare Von Neumann and Harvard architectures. Give one advantage and one disadvantage of each.

	Your comparison
 
 
 
 









		TASK 1.3 — EduBlocks Python     Register simulator  [links to 1.1.1]


	Write a Python program that simulates simplified CPU registers. Store PC, MAR, MDR and ACC as variables. Simulate 3 FDE cycles using the memory list below. Print register states after each cycle.

	# Register simulator — complete in EduBlocks text mode
PC = 0;  MAR = 0;  MDR = 0;  ACC = 0
memory = [('ADD', 5), ('ADD', 3), ('SUB', 2)]

for cycle in range(3):
    MAR = PC              # FETCH: copy PC to MAR
    MDR = memory[MAR]     # fetch instruction into MDR
    PC += 1               # increment PC
    op, val = MDR         # DECODE
    # EXECUTE — complete this:
    if op == 'ADD':   ACC = ___
    elif op == 'SUB': ACC = ___
    print(f'Cycle {cycle+1}: PC={PC}  ACC={ACC}')




	Complete the code and record sample output
 
 
 









	✓  SELF-CHECK:  Can you name all 7 CPU registers and their roles? Can you trace a full FDE cycle naming each register? Can you compare CISC/RISC/GPU? Can you distinguish magnetic/flash/optical storage?




	WEEK 02   |   Software, Operating Systems & Languages


Spec ref: 1.2.1 Systems software, 1.2.2 Applications generation, 1.2.3 Development, 1.2.4 Programming languages
→  Links to: Week 1 — OS manages the CPU, interrupts pause the FDE cycle  |  Week 6 — OOP is a programming language paradigm

	
		THEORY  —  Operating Systems and Systems Software


	OS Functions
	Function
	Description

	Memory management
	Allocates RAM to processes. Paging divides memory into fixed-size pages; segmentation uses variable logical segments; virtual memory uses disk as overflow RAM.

	Process scheduling
	Decides which process gets CPU time. Algorithms: round robin (equal time slices), FCFS (queue order), shortest job first (SJF), shortest remaining time (SRT), multi-level feedback queues (MLFQ).

	Interrupt handling
	When hardware/software needs urgent attention, an interrupt pauses the FDE cycle. The CPU saves state, runs the Interrupt Service Routine (ISR), then resumes.

	Device management
	Communicates with hardware via device drivers — software translators between OS and specific hardware.

	File management
	Organises storage into files and directories; manages read/write permissions.



OS Types
	OS type
	Description
	Example

	Multi-tasking
	Multiple processes share CPU time; only one actually runs at any instant
	Windows, macOS, Linux

	Multi-user
	Multiple users access the system simultaneously
	Linux server, mainframes

	Distributed
	Processes spread across multiple networked machines appearing as one system
	Google's infrastructure

	Embedded
	Minimal OS built into a single-purpose device
	Washing machine, router, car ECU

	Real-time (RTOS)
	Guarantees a response within a fixed deadline — critical for safety systems
	Aircraft autopilot, pacemaker, ABS

	Virtual machine
	Software that emulates complete hardware; runs an OS inside another OS
	VirtualBox, VMware, JVM



BIOS/UEFI: Firmware in ROM. First code to run on power-up. Performs POST (Power-On Self-Test), locates the bootloader on storage, and hands control to the OS. The link between hardware and software at startup.






	
		THEORY  —  Translators, Compilation and Applications


	Translators
	Translator
	How it works
	Key characteristics

	Compiler
	Translates entire source code to machine code before execution
	Fast execution; errors all reported at end; produces standalone executable

	Interpreter
	Translates and executes one statement at a time
	Easy to debug (line-by-line errors); slower execution; source code required to run

	Assembler
	Translates assembly language mnemonics to machine code
	Near 1:1 translation; very efficient; processor-specific



Stages of Compilation
	Stage
	What it produces

	1  Lexical analysis
	Source code scanned into tokens (keywords, identifiers, literals). Comments removed. Symbol table created.

	2  Syntax analysis
	Token stream checked against grammar rules. Parse tree (AST) built. Syntax errors reported.

	3  Semantic analysis
	AST checked for meaning: type checking, undeclared variables, parameter mismatches.

	4  Code generation
	AST converted to intermediate code or target machine code.

	5  Optimisation
	Generated code improved: dead code removed, loops unrolled, redundant operations eliminated.



Open Source vs Closed Source
	
	Open source
	Closed source (proprietary)

	Source code
	Publicly available; anyone can read, modify, redistribute
	Hidden; only vendor has source

	Cost
	Usually free
	Often licensed; may require payment

	Support
	Community-driven; quality varies
	Vendor support; typically more reliable

	Security
	More reviewers find bugs faster; attackers can also study it
	Obscurity provides some protection; fewer reviewers







Development Methodologies
	Methodology
	Approach
	Best suited for
	Key weakness

	Waterfall
	Linear sequential phases: requirements → design → code → test → deploy
	Stable, well-defined requirements
	Very inflexible; changes are expensive

	Agile
	Short iterative sprints; requirements evolve; continuous client feedback
	Changing/unclear requirements
	Hard to predict total cost and timeline

	Extreme Programming
	Agile variant: pair programming, test-driven development, frequent small releases
	Small high-change teams
	Requires strong discipline from team

	Spiral
	Risk-driven; each cycle: plan → risk analysis → develop → review
	Large, high-risk projects
	Complex and expensive to manage

	RAD
	Heavy prototyping; user involved throughout; speed over documentation
	User-interface-heavy apps
	Less suitable for complex back-end systems



Programming Paradigms and Assembly Language
	Paradigm
	Description
	Examples

	Procedural
	Step-by-step instructions; uses variables, loops, conditionals
	Python, C, Pascal

	Object-oriented
	Organises code into objects with data and methods
	Python, Java, C++

	Functional
	Functions as first-class values; avoid mutable state
	Haskell, Erlang

	Declarative
	Describe what to do, not how
	SQL, HTML, Prolog

	Assembly / Low-level
	Mnemonics map near 1:1 to machine code; processor-specific
	x86 ASM, LMC



LMC (Little Man Computer): OCR exam assembly notation. Key instructions: INP, OUT, LDA, STA, ADD, SUB, BRP (branch if ≥0), BRZ (branch if =0), BRA (always branch), HLT.






Memory Addressing Modes
	Mode
	How operand is found
	Example

	Immediate
	Operand IS the value
	LDA #5  —  loads the number 5

	Direct
	Operand is the memory address containing the value
	LDA 50  —  loads contents of address 50

	Indirect
	Operand is an address containing ANOTHER address (pointer)
	LDA (50)  —  follows pointer at address 50

	Indexed
	Base address + index register
	LDA 50,X  —  loads from address 50 + X









	
		▶  WATCH  —  Week 2 — Craig & Dave


	▶  1.2.1 Systems Software — OS, interrupts, scheduling   youtu.be/e1P7cBJ5yBg   —  Memory management, round robin, ISR
▶  1.2.2 Compilers, Interpreters, Assemblers   youtu.be/iRET_6sMXk8   —  Translators and stages of compilation
▶  1.2.3 Software Development Methodologies   youtu.be/1_ZPz1y4rX0   —  Waterfall, agile, spiral, RAD compared
▶  1.2.4 Programming Languages and LMC   youtu.be/PTDHbM_KKTE   —  Paradigms, assembly language, LMC instruction set






		TASK 2.1     Interrupts and scheduling  [1.2.1b–d]


	a) Explain what happens when an interrupt occurs during the FDE cycle. Your answer should mention the ISR and describe how normal execution resumes.
→  Links to: Links to Week 1 — FDE cycle and the Control Unit

	Your answer
 
 
 
 



b) Four processes arrive with burst times: P1=8ms, P2=4ms, P3=9ms, P4=5ms. Draw a Gantt chart for Shortest Job First (SJF) scheduling. Calculate the average waiting time.

	Gantt chart
 
 
 
 



	Average waiting time calculation
 
 









		TASK 2.2     Compilation stages  [1.2.2d–e]


	Put these compilation stages in the correct order and explain what each one produces: Code generation  /  Lexical analysis  /  Optimisation  /  Semantic analysis  /  Syntax analysis

	Correct order — name each stage and describe its output
 
 
 
 
 














		TASK 2.3     Development methodologies  [1.2.3]


	A startup is building a new mobile app. Requirements are unclear and will likely change frequently. Recommend and justify a development methodology. Explain why waterfall would be unsuitable for this project.

	Justified recommendation
 
 
 
 









		TASK 2.4     LMC trace  [1.2.4c]


	Trace this LMC program. Complete the table showing the accumulator (ACC) after each instruction. What does this program compute?

	      INP       // Input first number
      STA NUM   // Store it
      INP       // Input second number
      ADD NUM   // Add first number
      OUT       // Output result
      HLT
NUM   DAT 0



	Instruction
	ACC before
	ACC after
	Notes

	INP
	0
	
	

	STA NUM
	
	
	

	INP
	
	
	

	ADD NUM
	
	
	

	OUT
	
	
	



	What does this program compute?
 









		TASK 2.5 — EduBlocks Python     Lexical analyser simulation  [links to 1.2.2e]


	Write a Python program that simulates lexical analysis. Take a line of code as a string, split into tokens, and classify each as: KEYWORD, IDENTIFIER, OPERATOR, NUMBER, or STRING. Test with: 'x = 10 + y'

	keywords  = ['if', 'while', 'for', 'def', 'return', 'print']
operators = ['+', '-', '*', '/', '=', '==', '<', '>']

def classify(token):
    if token in keywords:                     return 'KEYWORD'
    elif token in operators:                   return 'OPERATOR'
    elif token.isdigit():                      return 'NUMBER'
    elif token.startswith('"') or token.startswith("'"): return 'STRING'
    else:                                      return 'IDENTIFIER'

code = input('Enter a line of code: ')
for t in code.split():
    print(t, '->', classify(t))



	Extension: how would you handle multi-character operators like == or <=?
 
 









	✓  SELF-CHECK:  Can you list 5 OS functions with descriptions? Can you order the 5 compilation stages? Can you compare waterfall and agile? Can you trace a short LMC program?




	WEEK 03   |   Data Types, Number Systems & Boolean Algebra


Spec ref: 1.4.1 Data types, 1.4.3 Boolean algebra
→  Links to: Week 1 — MAR holds binary addresses  |  Week 5 — XOR used in encryption  |  Week 7 — Boolean logic in algorithm decision points

	
		THEORY  —  Number Systems and Data Representation


	Primitive Data Types
	Type
	Description
	Example value

	Integer
	Whole number, positive or negative
	42, -7, 0

	Real / Float
	Number with a fractional part
	3.14, -0.001

	Character
	Single symbol from a character set
	'A', '7', '#'

	String
	Sequence of characters
	"Hello World"

	Boolean
	Exactly two values: True or False
	True, False  (stored as 1 or 0)



Binary, Hexadecimal and Denary
All data is stored as binary. Hexadecimal (base 16) is a shorthand — each hex digit represents exactly 4 bits. Conversions must be done by hand in the exam (no calculator).

	Denary
	Binary (8-bit)
	Hex

	0
	0000 0000
	00

	10
	0000 1010
	0A

	15
	0000 1111
	0F

	16
	0001 0000
	10

	255
	1111 1111
	FF



Negative Numbers — Two's Complement
To negate: invert all bits of the positive value, then add 1. The MSB (most significant bit) is the sign bit: 1 = negative. Range for n bits: −2^(n−1) to 2^(n−1)−1.
Binary addition: Add bit by bit right to left. Carry rules: 0+0=0, 1+0=1, 1+1=0 carry 1, 1+1+1=1 carry 1. Overflow occurs when the result exceeds the available bits.



Floating Point Representation
A floating-point number is stored as mantissa × 2^exponent. Normalisation ensures the leading bit of the mantissa is the opposite of the sign bit (most significant non-redundant bit). More mantissa bits → more precision. More exponent bits → larger range. There is a trade-off between precision and range.

Bitwise Operations and Masks
	Operation
	Effect on each bit
	Common use

	AND with mask
	Clears bits where mask is 0
	Isolate specific bits (e.g. lower nibble: AND 0000 1111)

	OR with mask
	Sets bits where mask is 1
	Force specific bits on (e.g. set bit 7: OR 1000 0000)

	XOR with mask
	Toggles bits where mask is 1
	Flip specific bits; used in simple encryption

	Left shift (<<n)
	Multiplies value by 2^n
	Fast multiplication by powers of 2

	Right shift (>>n)
	Divides value by 2^n
	Fast division by powers of 2



Character Sets
	Standard
	Size
	Characters
	Notes

	ASCII
	7 bits (in 8)
	128
	English letters, digits, punctuation. US English only.

	Extended ASCII
	8 bits
	256
	Western European accented characters.

	Unicode UTF-8
	1–4 bytes
	1,114,112
	Every writing system. Variable width. Web standard. Backward-compatible with ASCII.

	Unicode UTF-16
	2 or 4 bytes
	65,536+
	Used internally by Java and Windows. Fixed minimum.




















	
		THEORY  —  Boolean Algebra


	Logic Gates Reference
	Gate
	Expression
	0,0
	0,1
	1,0
	1,1

	AND
	A · B
	0
	0
	0
	1

	OR
	A + B
	0
	1
	1
	1

	NOT
	¬A
	1 (NOT 0)
	—
	0 (NOT 1)
	—

	NAND
	¬(A·B)
	1
	1
	1
	0

	NOR
	¬(A+B)
	1
	0
	0
	0

	XOR
	A ⊕ B
	0
	1
	1
	0



Boolean Algebra Laws
	Law
	Expression
	Meaning

	De Morgan's (1)
	¬(A · B) = ¬A + ¬B
	NOT of AND = OR of NOTs

	De Morgan's (2)
	¬(A + B) = ¬A · ¬B
	NOT of OR = AND of NOTs

	Double negation
	¬(¬A) = A
	Negating twice returns original

	Commutation
	A · B = B · A    /    A + B = B + A
	Order of operands doesn't matter

	Association
	A · (B · C) = (A · B) · C
	Grouping doesn't matter

	Distribution
	A · (B+C) = (A·B) + (A·C)
	AND distributes over OR

	Absorption
	A + (A·B) = A
	A absorbs redundant combination



Karnaugh Maps (K-Maps)
A K-map simplifies Boolean expressions by grouping adjacent 1s into rectangular groups that are powers of 2 (1, 2, 4, 8). Groups can wrap around edges. Each group eliminates a variable. Reading groups gives the simplified Sum-of-Products expression.








Half Adder, Full Adder and D-Type Flip-Flop
	Component
	Inputs
	Outputs
	Logic

	Half adder
	A, B
	Sum (S), Carry (C)
	S = A XOR B    C = A AND B

	Full adder
	A, B, Carry-in
	Sum, Carry-out
	Chains half adders; allows n-bit addition

	D-type flip-flop
	D (data), Clock
	Q (stored bit)
	Q takes value of D on rising clock edge; stores 1 bit of state









	
		▶  WATCH  —  Week 3 — Craig & Dave


	▶  1.4.1 Number systems — binary, hex, two's complement   youtu.be/vLpMDsNGnbk   —  All conversions plus floating point
▶  1.4.1 Bitwise manipulation and masks   youtu.be/P6PBpGCCl7g   —  AND/OR/XOR masks, left/right shifts
▶  1.4.3 Boolean algebra and logic gates   youtu.be/uF2MExSYiWM   —  All gates, truth tables, De Morgan's Laws
▶  1.4.3 Karnaugh maps   youtu.be/XJTL65WMGwE   —  Grouping and simplification technique






		TASK 3.1     Number conversions and binary arithmetic  [1.4.1b–h]


	a) Without a calculator, convert 219 (denary) to binary (8-bit) and hexadecimal. Show all working.

	Working and answer
 
 
 



b) Represent −37 in 8-bit two's complement. Show every step.

	Working and answer
 
 
 



c) Perform the binary addition: 0110 1010 + 0011 1101. Does overflow occur? Explain why or why not.

	Working, result and overflow explanation
 
 
 



d) Apply the AND mask 0000 1111 to the byte 1010 1101. State the result in hex. What is this operation used for?

	Result and explanation
 
 









		TASK 3.2     Truth tables and Boolean algebra  [1.4.3a–d]


	a) Complete the truth table for:  F = (A AND B) OR (NOT A AND C)

	A
	B
	C
	NOT A
	A AND B
	NOT A AND C
	F

	0
	0
	0
	
	
	
	

	0
	0
	1
	
	
	
	

	0
	1
	0
	
	
	
	

	0
	1
	1
	
	
	
	

	1
	0
	0
	
	
	
	

	1
	0
	1
	
	
	
	

	1
	1
	0
	
	
	
	

	1
	1
	1
	
	
	
	



b) Use De Morgan's Laws to simplify ¬(A · ¬B). Show each step clearly.

	Step-by-step simplification
 
 
 



c) Draw the logic gate diagram for: F = (A NAND B) XOR C

	Logic gate diagram
 
 
 
 
 
 









		TASK 3.3     Karnaugh map simplification  [1.4.3b]


	Simplify the following using a Karnaugh map. F output for A,B,C inputs (in order 000 to 111): 1,1,0,1,1,1,0,1

	K-map grid — fill in 1s, draw groups, write simplified expression
 
 
 
 
 
 
 



	Simplified Boolean expression
 









		TASK 3.4 — EduBlocks Python     Bitwise mask tool  [1.4.1i]


	Write a Python program that takes an 8-bit binary string, a mask (also 8-bit), and an operation (AND/OR/XOR). Apply the mask and show the result in binary and hex. Also implement a left shift by n positions.

	def apply_mask(value, mask, op):
    v, m = int(value, 2), int(mask, 2)
    if op == 'AND':  result = v & m
    elif op == 'OR': result = v | m
    elif op == 'XOR':result = v ^ m
    return result

val = input('8-bit value: ');  msk = input('8-bit mask: ')
op  = input('Operation (AND/OR/XOR): ').upper()
res = apply_mask(val, msk, op)
print(f'Binary: {res:08b}   Hex: {res:#04x}')



	Extension: what happens to a value when you left-shift by 1? By 2?
 
 









	✓  SELF-CHECK:  Can you convert any value between binary/hex/denary by hand? Can you do two's complement? Can you apply De Morgan's Laws? Can you fill in a K-map and simplify?




	WEEK 04   |   Data Structures & Algorithms


Spec ref: 1.4.2 Data structures, 2.3.1 Algorithms and Big-O notation
→  Links to: Week 2 — arrays stored in OS-managed RAM  |  Week 3 — hash functions use modular arithmetic  |  Week 7 — all algorithms used in computational problem-solving

	
		THEORY  —  Data Structures


		Structure
	Access
	Key operations
	Use case

	1D / 2D / 3D Array
	O(1) by index
	Read/write by index; fixed size
	Look-up tables, matrices, grids

	Record
	By field name
	Access named fields of different types
	Database rows, file records

	List (dynamic)
	O(n) by value
	Append, insert, remove, search
	General ordered storage

	Tuple
	O(1) by index
	Read-only; immutable once created
	Fixed data like coordinates (x, y)

	Linked list
	O(n) traverse
	O(1) insert/delete at front; no random access
	Queues, undo lists

	Stack (LIFO)
	Top only
	push, pop, peek, is_empty
	Call stack, undo, bracket matching

	Queue (FIFO)
	Front and back
	enqueue, dequeue
	Print queues, BFS, input buffers

	Binary search tree
	O(log n) avg
	Insert, search, delete, traverse
	Sorted data, indexing

	Graph (directed)
	Adjacency list/matrix
	Add node/edge, traverse
	Web links, dependency graphs

	Graph (undirected)
	Adjacency list/matrix
	Same as directed
	Road maps, social networks

	Hash table
	O(1) average
	get, set, delete; collision handling
	Dictionaries, caches, sets



Tree Traversal Methods
	Traversal
	Visit order
	Result on BST
	Use for

	Pre-order
	Root → Left → Right
	Not sorted
	Copying a tree, prefix expressions

	In-order
	Left → Root → Right
	Sorted ascending ✓
	Retrieving BST data in sorted order

	Post-order
	Left → Right → Root
	Not sorted
	Deleting a tree, postfix expressions

	Breadth-first
	Level by level (uses queue)
	Level order
	Shortest path, social network distance

	Depth-first
	Go deep first (uses stack)
	One branch at a time
	Maze solving, topological sort









	
		THEORY  —  Big-O Notation and Standard Algorithms


	Big-O Reference
	Big-O
	Name
	Example
	Effect of doubling n

	O(1)
	Constant
	Hash table lookup, array index
	No change

	O(log n)
	Logarithmic
	Binary search, BST search
	Tiny increase

	O(n)
	Linear
	Linear search, list traversal
	Doubles

	O(n log n)
	Log-linear
	Merge sort, quick sort (avg)
	Slightly more than doubles

	O(n²)
	Quadratic
	Bubble sort, insertion sort
	Quadruples

	O(2ⁿ)
	Exponential
	Brute-force problems
	Doubles per extra element



Sorting Algorithms
	Algorithm
	Best
	Average
	Worst
	Stable?
	Key idea

	Bubble sort
	O(n)
	O(n²)
	O(n²)
	Yes
	Repeatedly swap adjacent pairs; simplest but impractical for large n

	Insertion sort
	O(n)
	O(n²)
	O(n²)
	Yes
	Build sorted portion left-to-right; good for nearly-sorted lists

	Merge sort
	O(n log n)
	O(n log n)
	O(n log n)
	Yes
	Divide in half recursively; merge sorted halves; consistent

	Quick sort
	O(n log n)
	O(n log n)
	O(n²)
	No
	Partition around pivot; fast in practice; worst case poor pivot

	Dijkstra's
	—
	O(E log V)
	O(E log V)
	—
	Shortest path in weighted graph; requires non-negative edge weights

	A* search
	—
	O(b^d)
	O(b^d)
	—
	Shortest path with heuristic; optimal if heuristic is admissible




	Search
	Requires
	Best
	Worst
	How it works

	Linear search
	Any list
	O(1)
	O(n)
	Check each element in turn

	Binary search
	Sorted list
	O(1)
	O(log n)
	Compare with middle; eliminate half; repeat









	
		▶  WATCH  —  Week 4 — Craig & Dave


	▶  1.4.2 Data structures — stacks, queues, linked lists   youtu.be/oBt53YbR9Kk   —  Create, traverse, add and remove
▶  1.4.2 Trees, graphs and hash tables   youtu.be/CBYHwZcbD-s   —  BST, all traversals, adjacency representation
▶  2.3.1 Sorting algorithms   youtu.be/kgBjXUE_Nwc   —  Bubble, insertion, merge, quick sort traced
▶  2.3.1 Dijkstra's shortest path   youtu.be/GazC3A4OQTE   —  Full step-by-step worked example
▶  2.3.1 Big-O complexity   youtu.be/pj3C37_oBiw   —  Time and space complexity analysis






		TASK 4.1     Trace bubble sort and insertion sort  [2.3.1f]


	a) Trace bubble sort on [38, 16, 27, 49, 12]. Show the array after each complete pass. Count total comparisons and swaps.

	Each pass — array state, comparison count, swap count
 
 
 
 
 
 






b) Trace insertion sort on the same list [38, 16, 27, 49, 12]. Show the sorted portion growing after each insertion.

	Each insertion step
 
 
 
 
 









		TASK 4.2     Binary search tree and traversals  [1.4.2b–c, 2.3.1e]


	a) Insert in order into a BST: 50, 30, 70, 20, 40, 60, 80. Draw the resulting tree.

	Binary search tree
 
 
 
 
 
 
 
 
 



b) Write out the result of: (i) in-order traversal   (ii) pre-order traversal   (iii) breadth-first traversal

	Three traversal results
 
 
 



c) Trace a binary search for the value 60. State how many comparisons are needed.

	Search trace
 
 
 









		TASK 4.3     Dijkstra's shortest path  [2.3.1f]


	Apply Dijkstra's algorithm from node A. Graph edges: A–B=4, A–C=2, B–D=3, B–C=1, C–D=5, C–E=8, D–E=2. Record the working table and state the shortest path from A to each node.

	Working table — show distances updated at each step
 
 
 
 
 
 
 
 
 
 









		TASK 4.4 — EduBlocks Python     Stack class with bracket checker  [1.4.2, 2.2.1]


	Implement a Stack class (push, pop, peek, is_empty). Use it to check balanced brackets for (), [] and {}. Test: '({[]})' → True, '([)]' → False.

	class Stack:
    def __init__(self):      self.items = []
    def push(self, item):    self.items.append(item)
    def pop(self):           return self.items.pop() if not self.is_empty() else None
    def peek(self):          return self.items[-1] if not self.is_empty() else None
    def is_empty(self):      return len(self.items) == 0

def balanced(s):
    stack = Stack()
    pairs = {')':'(', ']':'[', '}':'{'}
    for ch in s:
        if ch in '([{':     stack.push(ch)
        elif ch in ')]}':
            if stack.is_empty() or stack.pop() != pairs[ch]: return False
    return stack.is_empty()

print(balanced('({[]})'))   # True
print(balanced('([)]'))     # False



	Extension: adapt to check matching HTML opening/closing tags
 
 









	✓  SELF-CHECK:  Can you trace bubble sort and insertion sort? Can you trace Dijkstra's? Can you give Big-O for each standard algorithm? Can you perform all 5 tree traversals from memory?




	WEEK 05   |   Compression, Encryption, Databases, Networks & Web


Spec ref: 1.3.1 Compression/encryption/hashing, 1.3.2 Databases, 1.3.3 Networks, 1.3.4 Web technologies
→  Links to: Week 3 — XOR used in symmetric encryption  |  Week 4 — hashing underpins hash tables  |  Week 8 — Data Protection Act governs personal data in databases

	
		THEORY  —  Compression, Encryption and Hashing


	Compression
	Type
	Description
	Examples
	When to use

	Lossless
	No data removed — original perfectly recoverable. Uses RLE or dictionary (LZW) coding.
	PNG, ZIP, FLAC, GIF
	Text, programs, medical images — exact data essential

	Lossy
	Some data permanently discarded; exploits human perception limits.
	JPEG, MP3, MP4, AAC
	Photos, audio, video — slight quality loss acceptable



Run-length encoding (RLE): Replace consecutive repeated values with (count, value). AAABBBBBCC → 3A 5B 2C. Dictionary coding (LZW): Build a dictionary of repeated patterns and replace them with shorter codes. More effective on text and complex patterns.

Encryption
	Type
	How it works
	Key sharing
	Example use

	Symmetric
	Same key encrypts and decrypts; fast for bulk data
	Key must be shared securely — the key distribution problem
	AES; encrypting files and database records

	Asymmetric
	Public key encrypts; private key decrypts; mathematically linked pair
	Public key freely shared; private key never leaves owner
	RSA; HTTPS handshake; digital signatures; email



Hashing: Maps data of any size to a fixed-size digest. One-way — cannot reverse. Deterministic — same input always gives same hash. Small change → completely different hash. Uses: password storage (store hash, not password), data integrity, digital signatures, hash tables.
→  Links to: Week 4 — hash tables use hash functions to find array positions in O(1)









	
		THEORY  —  Relational Databases


		Concept
	Definition

	Flat file database
	All data in one table — causes data redundancy and update anomalies

	Relational database
	Data split into linked tables; relationships modelled explicitly

	Primary key
	Uniquely identifies each record; cannot be null

	Foreign key
	References primary key in another table — enforces referential integrity

	Secondary key
	Indexed field used to speed up searches (not necessarily unique)

	ER model
	Diagram showing entities (tables) and relationships (1:1, 1:many, many:many)

	1NF
	Atomic values; no repeating groups; each row uniquely identifiable

	2NF
	1NF + no partial dependencies (all non-key fields depend on whole primary key)

	3NF
	2NF + no transitive dependencies (non-key fields depend only on primary key)

	Referential integrity
	Foreign key values must reference an existing primary key — no orphaned records

	ACID
	Atomicity (all-or-nothing), Consistency, Isolation, Durability — reliable transactions

	Record locking
	Prevents two processes modifying the same record simultaneously



SQL Reference
	-- SELECT with WHERE and ORDER BY
SELECT Name, Grade FROM Students WHERE Grade > 70 ORDER BY Name ASC;

-- JOIN two tables
SELECT Students.Name, Courses.CourseName
FROM Students INNER JOIN Enrolment ON Students.StudentID = Enrolment.StudentID
              INNER JOIN Courses   ON Enrolment.CourseID  = Courses.CourseID;

-- INSERT, UPDATE, DELETE
INSERT INTO Students (StudentID, Name, Grade) VALUES (101, 'Ali', 85);
UPDATE Students SET Grade = 90 WHERE StudentID = 101;
DELETE FROM Students WHERE StudentID = 101;












	
		THEORY  —  Networks and Web Technologies


	TCP/IP Model
	Layer
	Role
	Key protocols

	Application
	User-facing services — what the data means
	HTTP/HTTPS, FTP, SMTP, IMAP, DNS, SSH

	Transport
	End-to-end delivery, port numbers, error checking
	TCP (reliable, ordered), UDP (fast, unreliable)

	Internet
	Logical addressing and routing across networks
	IPv4, IPv6, ICMP

	Link / Network access
	Physical transmission on a single network segment
	Ethernet, Wi-Fi (802.11), MAC addressing



	Concept
	Explanation

	LAN / WAN
	Local Area Network — single site, org-owned. Wide Area Network — spans distances; third-party infrastructure.

	Packet switching
	Data split into packets routed independently; reassembled at destination. Efficient and resilient.

	Circuit switching
	Dedicated physical path held open for the whole session. Reliable but wastes capacity.

	Client-server
	Clients request services from centralised servers. Easier to manage; server is single point of failure.

	Peer-to-peer
	Every node is client and server. Resilient; no central failure point; harder to manage.

	Firewall
	Filters traffic by rules (IP, port, protocol). Packet filtering or stateful inspection.

	Proxy server
	Sits between client and internet: caches content, filters access, hides internal IPs.



Web Technologies
	Technology
	Role
	Runs where

	HTML
	Structure and content of a web page (tags, headings, links, images)
	Browser (client-side)

	CSS
	Presentation — layout, colours, fonts, responsive design
	Browser (client-side)

	JavaScript
	Interactivity and dynamic DOM manipulation
	Browser or server (Node.js)

	Server-side
	Business logic, database queries, personalisation (PHP, Python)
	Web server — client gets only the result

	PageRank
	Ranks pages by number and quality of inbound links; basis of Google search
	Search engine servers









	
		▶  WATCH  —  Week 5 — Craig & Dave


	▶  1.3.1 Compression, encryption and hashing   youtu.be/8bUe3BonFoc   —  RLE, dictionary coding, symmetric/asymmetric, hashing
▶  1.3.2 Databases — relational model, SQL, normalisation   youtu.be/KBCE_1r3q5E   —  ER diagrams, 1NF–3NF, SQL queries with JOIN
▶  1.3.3 Networks and protocols   youtu.be/3QhU9jd03a0   —  TCP/IP model, DNS, packet switching
▶  1.3.4 Web technologies   youtu.be/EJX2MdzbFgY   —  HTML/CSS/JS, server vs client-side, PageRank






		TASK 5.1     Compression and encryption  [1.3.1]


	a) Apply RLE to: WWWBBBBBWWWWWWWBBBW. Show the encoded output.

	RLE encoded output
 



b) Explain why asymmetric encryption is used for the HTTPS handshake rather than symmetric encryption. Refer to the key distribution problem.
→  Links to: Links to Week 3 — XOR bitwise operation is used in symmetric ciphers

	Your explanation
 
 
 













		TASK 5.2     Database design and SQL  [1.3.2]


	A school database has: Student(StudentID, Name, DOB, ClassID) and Class(ClassID, ClassName, TeacherName).

a) Draw an entity-relationship diagram showing the relationship between Student and Class.

	ER diagram — show entity boxes, attributes, relationship line and cardinality
 
 
 
 
 



b) Write an SQL query to return the names of all students in the class 'Year 12 CS', sorted alphabetically.

	SQL query
 
 
 
 



c) Explain what referential integrity prevents in this database context.

	Your explanation
 
 













		TASK 5.3     Networks and TCP/IP  [1.3.3]


	a) Describe what each TCP/IP layer adds (encapsulation) as data travels DOWN the stack from browser to server, and removes as it travels UP at the receiving end.

	Layer-by-layer encapsulation description
 
 
 
 
 



b) Compare packet switching and circuit switching. Give one advantage of each.

	Comparison
 
 
 









		TASK 5.4 — EduBlocks Python     Caesar cipher with SHA-256 hashing  [links to 1.3.1]


	Build a program that: (1) encrypts a message with a Caesar cipher, (2) hashes the original using hashlib's SHA-256, (3) shows that changing just one character completely changes the hash — demonstrating the avalanche effect.

	import hashlib

def caesar(text, shift):
    result = ''
    for ch in text:
        if ch.isalpha():
            base = ord('A') if ch.isupper() else ord('a')
            result += chr((ord(ch) - base + shift) % 26 + base)
        else:  result += ch
    return result

def sha256(text):
    return hashlib.sha256(text.encode()).hexdigest()

msg = input('Message: ')
print('Encrypted:', caesar(msg, 3))
print('Hash of original:     ', sha256(msg))
print('Hash with one change: ', sha256(msg + '.'))



	Observation: how different are the two hash values? Why is this important for security?
 
 









	✓  SELF-CHECK:  Can you explain RLE and dictionary coding? Can you describe symmetric vs asymmetric encryption? Can you write an SQL SELECT with JOIN? Can you explain all 4 TCP/IP layers?




	WEEK 06   |   Object-Oriented Programming & Programming Techniques


Spec ref: 1.2.4e OOP, 2.2.1 Programming techniques — recursion, parameter passing, scope
→  Links to: Week 2 — OOP is a programming paradigm  |  Week 4 — BST can be a class  |  Week 8 — NEA requires all these techniques

	
		THEORY  —  Object-Oriented Programming


	The Four Pillars
	Pillar
	Definition
	Python example

	Encapsulation
	Bundle data and methods into a class; restrict direct access to internal state
	__balance only changeable via deposit()/withdraw()

	Abstraction
	Expose only the necessary interface; hide complexity from the user
	BankAccount.transfer() — user doesn't need to know the internals

	Inheritance
	Child class inherits attributes and methods from a parent; can override or extend
	class SavingsAccount(BankAccount): — inherits all bank account behaviour

	Polymorphism
	Different classes respond to the same method call in their own distinct ways
	account.calculate_interest() works for all account sub-types



	class Animal:
    def __init__(self, name, sound):
        self.name = name           # public attribute
        self.__sound = sound       # private attribute (name mangling)

    def speak(self):               # public method
        return f'{self.name} says {self.__sound}'

class Dog(Animal):                 # Inheritance
    def __init__(self, name):
        super().__init__(name, 'Woof')   # call parent constructor

    def speak(self):               # Polymorphism — overrides parent
        return f'{self.name} barks loudly!'

for a in [Animal('Cat','Meow'), Dog('Rex')]:
    print(a.speak())               # Polymorphism in action






UML Class Diagrams
	Notation
	Meaning

	+ attribute : Type
	Public attribute (accessible from outside)

	− attribute : Type
	Private attribute (accessible only within the class)

	+ method(param:Type) : ReturnType
	Method with signature

	Open triangle arrow  Child → Parent
	Inheritance relationship

	Plain line between classes
	Association (one class uses another)









	
		THEORY  —  Programming Techniques


	Recursion vs Iteration
	
	Recursion
	Iteration

	How it works
	Function calls itself with a smaller input until a base case is reached
	Loop repeats a block of code until condition false

	Stack usage
	Uses the call stack — risk of stack overflow for deep recursion
	Constant extra memory

	Code clarity
	Often cleaner for trees, graphs, divide-and-conquer
	Clearer for simple counting/accumulation

	Performance
	Function call overhead; tail recursion can sometimes be optimised
	Generally faster in practice



	def factorial(n):          # recursive — must have base case
    if n <= 1: return 1    # BASE CASE
    return n * factorial(n - 1)  # recursive call with smaller input

def factorial_iter(n):     # iterative equivalent
    result = 1
    for i in range(2, n+1): result *= i
    return result



Parameter Passing — Value vs Reference
	Method
	What is passed
	Effect on original
	Python behaviour

	By value
	A copy of the value
	Changes inside function do NOT affect original
	Immutable types: int, str, float, tuple

	By reference
	The reference (pointer) to the object
	Changes inside function DO affect original
	Mutable types: list, dict, objects



Global and Local Variables
	Type
	Scope
	Risk
	Best practice

	Local
	Exists only inside its function; created on call, destroyed on return
	None — isolated from rest of program
	Default choice for all variables

	Global
	Accessible everywhere in the program
	Any function can accidentally modify it — source of hard-to-find bugs
	Use sparingly; prefer passing as parameters









	
		▶  WATCH  —  Week 6 — Craig & Dave


	▶  1.2.4e OOP — classes, inheritance, polymorphism   youtu.be/pTB30aXS77U   —  Encapsulation, inheritance, polymorphism in Python
▶  OOP — UML class diagrams   youtu.be/7i55BTDUWUY   —  Drawing and reading UML for exam answers
▶  2.2.1 Recursion vs iteration   youtu.be/VrrnjYgDBEk   —  Call stack, base case, worked examples
▶  2.2.1 Parameter passing, scope   youtu.be/TzNEZ1BkWl8   —  Pass by value/reference, global/local scope






		TASK 6.1     OOP design and implementation  [1.2.4e]


	Design a class hierarchy for a music streaming service: Media (title, year, display_info()), Track (adds artist, duration_secs, play()), Podcast (adds host, episode_number). Draw UML then implement.

	UML class diagram — show inheritance arrows, + and − notation, method signatures
 
 
 
 
 
 
 
 
 
 



	class Media:
    def __init__(self, title, year):
        self.title = title;  self.year = year
    def display_info(self): print(f'{self.title} ({self.year})')

class Track(Media):
    # Complete: use super().__init__(), add artist, duration_secs, play()
    pass

class Podcast(Media):
    # Complete: add host, episode_number, override display_info()
    pass



	Complete the code and record what display_info() outputs for each type
 
 
 
 









		TASK 6.2     Recursion and the call stack  [2.2.1b]


	a) Write a recursive Python function for the nth Fibonacci number (F(0)=0, F(1)=1, F(n)=F(n−1)+F(n−2)). Trace the call stack for F(4) — draw the tree of recursive calls.

	Recursive call tree for F(4)
 
 
 
 
 
 
 
 



b) Explain why the naive recursive Fibonacci is inefficient for large n. How would memoisation fix it?
→  Links to: Links to Week 7 — caching and 'thinking ahead' (spec 2.1.2c)

	Your explanation
 
 
 









		TASK 6.3     Pass by value vs pass by reference  [2.2.1d]


	Predict the complete output of this code. Explain what it demonstrates about Python's parameter passing.

	def modify_int(x):
    x = x + 10
    print('Inside function:', x)

def modify_list(lst):
    lst.append(99)
    print('Inside function:', lst)

num = 5;        modify_int(num);  print('After:', num)
lst = [1,2,3];  modify_list(lst); print('After:', lst)



	Predicted output and explanation of why num/lst behave differently
 
 
 
 









	✓  SELF-CHECK:  Can you define all 4 OOP pillars with examples? Can you write a recursive function with a correct base case? Can you explain pass by value vs reference with Python examples?




	WEEK 07   |   Computational Thinking & Problem Solving


Spec ref: 2.1 Elements of computational thinking, 2.2.2 Computational methods
→  Links to: All previous weeks — computational thinking is applied to every topic  |  Directly feeds into the NEA project (Week 8)

	
		THEORY  —  Elements of Computational Thinking  (2.1)


		Element
	Definition
	Example

	Thinking abstractly (2.1.1)
	Remove unnecessary detail; focus only on what matters for the solution; create an abstract model
	A map abstracts a city — shows roads, not buildings. An algorithm abstracts a procedure.

	Thinking ahead (2.1.2)
	Identify inputs/outputs before coding; determine preconditions; plan for caching and reuse
	Define: input = unsorted list, output = sorted list. Cache repeated sub-results (memoisation).

	Thinking procedurally (2.1.3)
	Decompose into smaller sub-problems; identify the correct order of steps; find reusable procedures
	Break 'build a website' into: design, HTML, CSS, JS, testing — each solvable independently.

	Thinking logically (2.1.4)
	Identify every decision point; define conditions controlling each branch; trace how decisions affect flow
	A sorting condition 'if arr[i] > arr[i+1]: swap' controls all decisions in bubble sort.

	Thinking concurrently (2.1.5)
	Identify parts that can run simultaneously; weigh benefits against synchronisation complexity
	A web server handles multiple requests at once — each in a separate thread or process.









	
		THEORY  —  Computational Methods  (2.2.2)


		Method
	Description
	Example application

	Problem decomposition
	Break a complex problem into smaller, independently solvable parts
	NEA: separate into input, processing and output modules

	Divide and conquer
	Split into smaller sub-problems of the same type; solve recursively; combine
	Merge sort splits list in half; binary search halves the search space

	Abstraction
	Remove detail to create a general, reusable solution
	A sort() function works on any comparable list — data type is abstracted away

	Backtracking
	Explore possibilities; if a dead end, undo the last step and try another path
	Maze solving, Sudoku solver, N-Queens problem

	Data mining
	Discover patterns in large datasets to make predictions or decisions
	Recommendation engines, fraud detection, medical diagnosis

	Heuristics
	Use a 'good enough' rule to find near-optimal solutions faster than brute force
	A* uses a heuristic to guide path search; greedy algorithms

	Performance modelling
	Simulate a system to test performance before committing to building it
	Traffic simulation, network load modelling, climate models

	Pipelining
	Overlap stages of processing so multiple items are processed simultaneously
	CPU instruction pipeline (Week 1); video encoding pipeline

	Visualisation
	Represent data graphically to identify patterns or communicate results
	Graphs, dashboards, flowcharts, heat maps









	
		▶  WATCH  —  Week 7 — Craig & Dave


	▶  2.1 Elements of computational thinking   youtu.be/HJBA4M9kXM0   —  Abstraction, decomposition, logical and concurrent thinking
▶  2.2.2 Divide and conquer, backtracking, heuristics   youtu.be/QqmFiEJdJjw   —  Worked examples of each computational method
▶  A* search algorithm   youtu.be/ySN5Wnu88nE   —  How A* uses a heuristic to improve on Dijkstra's






		TASK 7.1     Apply computational thinking  [2.1]


	A hospital wants to build a system to automatically allocate nurses to shifts based on their qualifications, availability and ward requirements. Apply each element of computational thinking to this problem:

a) Thinking abstractly — what unnecessary detail would you remove from the problem model?

	
 
 



b) Thinking ahead — what are the inputs and outputs of the system?

	
 
 



c) Thinking procedurally — name the three major sub-problems.

	
 
 



d) Thinking logically — describe two decision points and their conditions.

	
 
 



e) Thinking concurrently — what parts could run in parallel and what synchronisation would be needed?

	
 
 









		TASK 7.2     Merge sort — divide and conquer  [2.2.2d, 2.3.1f]


	Trace merge sort on [35, 14, 62, 28, 7, 49]. Draw the full divide phase (splitting into sub-lists) above the line and the merge phase (recombining in order) below it.
→  Links to: Links to Week 4 — merge sort is O(n log n); connects directly to divide and conquer

	Divide phase above, merge phase below
 
 
 
 
 
 
 
 
 
 
 
 









		TASK 7.3 — EduBlocks Python     Recursive merge sort  [2.2.1b, 2.2.2d]


	Implement merge sort recursively. Print each merge step so you can see the divide and conquer in action. Test with [35, 14, 62, 28, 7, 49].

	def merge_sort(lst):
    if len(lst) <= 1: return lst          # base case
    mid = len(lst) // 2
    left  = merge_sort(lst[:mid])         # recursive left half
    right = merge_sort(lst[mid:])         # recursive right half
    return merge(left, right)

def merge(left, right):
    result, i, j = [], 0, 0
    while i < len(left) and j < len(right):
        if left[i] <= right[j]: result.append(left[i]);  i += 1
        else:                   result.append(right[j]); j += 1
    result.extend(left[i:]); result.extend(right[j:])
    print('Merged:', result)
    return result

print(merge_sort([35, 14, 62, 28, 7, 49]))



	Record the sequence of 'Merged:' outputs and verify against your diagram
 
 
 
 
 









	✓  SELF-CHECK:  Can you define all 5 elements of computational thinking with examples? Can you distinguish divide-and-conquer from backtracking? Can you trace merge sort in full?




	WEEK 08   |   Ethics, Law, OCR Pseudocode & NEA Guidance


Spec ref: 1.5.1 Legislation, 1.5.2 Moral/ethical issues, Component 03/04 NEA
→  Links to: Week 5 — databases hold personal data — Data Protection Act applies  |  Week 7 — NEA uses all computational thinking elements

	
		THEORY  —  Computing Legislation  (1.5.1)


		Act
	Year
	What it covers — key points for exam answers

	Data Protection Act
	1998 (updated 2018/UK GDPR)
	Personal data must be: obtained fairly, held for a specific purpose, not kept longer than necessary, kept secure, only used for the stated purpose. Individuals have rights to access, correct and delete their data. Organisations must appoint a Data Protection Officer.

	Computer Misuse Act
	1990
	Three offences: (1) unauthorised access to computer material (e.g. guessing a password), (2) unauthorised access with intent to commit further offences (e.g. fraud), (3) unauthorised modification of computer material (e.g. installing malware, deleting files).

	Copyright, Designs and Patents Act
	1988
	Protects intellectual property. Software, music, images and written work are protected automatically on creation. Illegal to copy, distribute or modify without permission. Covers software licensing, piracy and plagiarism.

	Regulation of Investigatory Powers Act
	2000
	Governs how government agencies legally intercept communications (phone calls, emails, internet traffic). Requires ministerial authorisation. Controversial — balances national security against the right to privacy.









	
		THEORY  —  Moral and Ethical Issues  (1.5.2)


	Exam questions on ethics reward structured argument presenting multiple perspectives before drawing a balanced conclusion. For each topic, know a point FOR and a point AGAINST.

	Topic
	For / Positive
	Against / Risk

	Computers in the workforce
	Automates dangerous/repetitive work; increases productivity; creates new tech roles
	Displaces workers; widens inequality; requires costly retraining

	Automated decision making
	Consistent, fast, processes more data than humans; no emotional bias
	Can encode training data biases; lack of accountability; difficult to appeal

	Artificial intelligence
	Powerful tools for medicine, science, accessibility; economic growth
	Job displacement; autonomous weapons; privacy erosion; existential risk

	Environmental effects
	Tech enables remote work, smart energy management, paperless systems
	Data centres use 1–2% of global electricity; e-waste; rare earth mining

	Censorship and the internet
	Protects children; prevents spread of illegal content; national security
	Restricts free speech; governments can suppress dissent; inconsistent enforcement

	Monitor behaviour
	Crime prevention; road safety; safer workplaces
	Mass surveillance; chilling effect on behaviour; data breach risk

	Analyse personal information
	Personalised services; medical research; fraud detection
	Privacy violations; data sold without consent; GDPR implications

	Piracy and offensive communications
	Creative sharing culture; freedom of information
	Harms creators financially; spreads harmful content; difficult to police globally









	
		THEORY  —  OCR Pseudocode Reference  (Appendix 5d)


	Both written exams require OCR pseudocode. Writing Python will lose marks. Learn these constructs thoroughly.

	// ASSIGNMENT — uses ← not =
x ← 10          name ← "Alice"

// FOR loop — closes with 'next i'
for i = 1 to 10
    print(i)
next i

// WHILE loop — closes with 'endwhile'
while x > 0
    x ← x - 1
endwhile

// IF / ELSE — closes with 'endif'
if x > 5 then
    print("big")
else
    print("small")
endif

// FUNCTION — closes with 'endfunction'
function add(a, b)
    return a + b
endfunction

// PROCEDURE — closes with 'endprocedure'
procedure greet(name)
    print("Hello " & name)     // & is string concatenation
endprocedure

// ARRAY — 1-indexed in OCR pseudocode
array scores[5]
scores[1] ← 95
for i = 1 to 5
    print(scores[i])
next i



Download the full OCR pseudocode guide from ocr.org.uk — search 'H446 pseudocode guide'. Print it and keep it with your notes.






	
		THEORY  —  NEA (Component 03) — What to Expect


	The NEA is worth 20% (70 marks). You choose a real problem to solve with a program. It is assessed in four sections:

	Section
	Marks
	What examiners look for

	Analysis (3.1)
	10
	Justify why the problem suits a computational solution. Identify stakeholders. Research similar solutions. Define measurable success criteria.

	Design (3.2)
	15
	Decompose the problem. Describe the solution with algorithms. Justify data structures and variables. Define test data for iterative and final testing.

	Development (3.3)
	25
	Evidence of iterative development (not just final code). Annotated, modular code. Appropriate validation. Testing at each stage with evidence of fixing failures.

	Evaluation (3.4)
	20
	Test against success criteria. User feedback (usability testing). Discuss limitations and potential improvements. Maintainability of the solution.



	⚠  NEA Key Rules
Your work must be your own — you must sign an authentication form.
Any use of AI tools must be declared (see OCR guidance section 4e). AI may not write your code or analysis.
Document your development iteratively — keep screenshots and notes as you build, not just the final version.
The problem must be non-trivial: a simple quiz or calculator will not allow you to demonstrate the full range of required skills.









	
		▶  WATCH  —  Week 8 — Craig & Dave


	▶  1.5 Legal, moral, cultural and ethical issues   youtu.be/TF4lWmHAFcc   —  All four acts plus full ethical topic overview
▶  OCR Pseudocode walkthrough   youtu.be/_MGgZrl9Z4Y   —  Every pseudocode construct with worked examples
▶  NEA project guidance and tips   youtu.be/9xflPNBqd7s   —  How to structure your analysis, design and development






		TASK 8.1     Legislation in context  [1.5.1]


	For each scenario, name the act, state the year, and explain how it applies:

a) A hacker guesses a company's admin password and views customer records.

	Act, year and explanation
 
 



b) A streaming service stores users' watch history for targeted advertising without informing them.

	Act, year and explanation
 
 



c) A developer copies a competitor's program code and sells it under their own brand.

	Act, year and explanation
 
 



d) GCHQ intercepts encrypted messages sent by a terrorism suspect.

	Act, year and explanation
 
 









		TASK 8.2     Ethics extended question  [1.5.2]


	'Artificial intelligence will cause more harm than good to society.' Evaluate this statement. Present arguments for and against, reference at least one specific AI application, identify a relevant piece of legislation, and reach a balanced conclusion. Write at least three paragraphs.

	Your structured evaluation
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 









		TASK 8.3     Translate to OCR pseudocode


	Translate this Python binary search into correct OCR pseudocode. Use ← for assignment. Close all blocks with endfor / endwhile / endfunction.

	def binary_search(arr, target):
    low = 0;  high = len(arr) - 1
    while low <= high:
        mid = (low + high) // 2
        if arr[mid] == target:   return mid
        elif arr[mid] < target:  low = mid + 1
        else:                    high = mid - 1
    return -1



	Your OCR pseudocode translation
 
 
 
 
 
 
 
 
 
 
 
 









		TASK 8.4 — EduBlocks Python     NEA practice: grade management system


	Build a complete program demonstrating all NEA-required skills: OOP, data structures, recursion, file handling, validation, and modularity.

Requirements:
1. A Student class with private __grade, getters, a display() method
1. A list of Student objects as your data structure
1. A recursive binary search on a sorted list of students by name
1. File handling — save and load students to/from a CSV file
1. Validation — grades must be integers between 0 and 100
1. Test with at least 5 students; demonstrate add, display, search, sort, save and load

This is the level of complexity required for a strong NEA project. Plan your class design before coding.

	Sketch your class structure and program flow here before opening EduBlocks
 
 
 
 
 
 
 
 
 









	✓  SELF-CHECK:  Can you name all 4 acts with years and specific offence examples? Can you write OCR pseudocode fluently with loops, functions and arrays? Do you understand all 4 NEA sections and what each requires?




Complete Glossary
All key terms from the OCR H446 specification. Learn precise definitions — vague answers lose marks in exams.

		A* algorithm
Graph search using a heuristic to estimate remaining cost; finds optimal path faster than Dijkstra's when heuristic is admissible



	
		ACID
Atomicity, Consistency, Isolation, Durability — properties ensuring reliable database transactions






		Abstraction
Removing irrelevant detail to focus on what is essential to solving the problem



	
		ALU
Arithmetic Logic Unit — part of the CPU performing arithmetic and logical operations






		Assembly language
Low-level language where mnemonics map near 1:1 to machine code; processor-specific



	
		Big-O notation
Mathematical notation describing worst-case algorithm performance as input size n grows






		BIOS/UEFI
Firmware in ROM; first code to run on startup; initialises hardware and loads the OS



	
		Boolean algebra
The mathematics of logic; values True/False (1/0); operations AND, OR, NOT






		Cache
Small, fast memory near the CPU storing recently accessed data; reduces slow RAM trips



	
		CIR
Current Instruction Register — holds the instruction currently being decoded/executed






		Compiler
Translates entire source code to machine code before execution; produces standalone executable



	
		Data bus
Carries actual data between CPU, memory and I/O; bidirectional






		De Morgan's Laws
¬(A·B)=¬A+¬B and ¬(A+B)=¬A·¬B — rules for distributing NOT over AND/OR



	
		Dijkstra's algorithm
Finds shortest paths from a source to all nodes in a weighted graph (non-negative edges)






		Encapsulation
Bundling data and methods in a class; restricting direct access to internal state



	
		FDE cycle
Fetch-Decode-Execute — the fundamental cycle a CPU repeats to process every instruction






		Foreign key
Field in one table referencing the primary key of another; enforces referential integrity



	
		Harvard architecture
Separate memory and buses for instructions and data; faster than Von Neumann






		Hash function
Maps data of any size to a fixed-size digest; one-way; used in password storage and hash tables



	
		Heuristic
A rule of thumb that finds a good (not necessarily optimal) solution faster than exhaustive search






		Inheritance
A child class taking attributes and methods from a parent class; promotes code reuse



	
		Interpreter
Translates and executes source code one line at a time; no standalone executable produced






		ISR
Interrupt Service Routine — code that runs to handle an interrupt before normal execution resumes



	
		Karnaugh map
Grid for simplifying Boolean expressions by grouping adjacent 1s in powers of 2






		LMC
Little Man Computer — simplified instruction set used in OCR exams for assembly language



	
		Lossless compression
Reduces file size without permanently removing any data; original perfectly recoverable






		Lossy compression
Permanently removes some data for smaller file size; slight quality reduction (JPEG, MP3)



	
		MAR
Memory Address Register — holds the address the CPU wants to read from or write to






		MDR
Memory Data Register — holds data being read from or written to memory (also: MBR)



	
		Normalisation
Structuring a database to reduce redundancy: 1NF (atomic), 2NF (no partial deps), 3NF (no transitive deps)






		Pipelining
Overlapping FDE stages so the CPU processes multiple instructions simultaneously



	
		Polymorphism
Different classes responding to the same method call in their own distinct ways











		Primary key
Field (or combination) uniquely identifying each record in a table; cannot be null



	
		Recursion
A function that calls itself with a smaller input until a base case stops it






		Referential integrity
Foreign key values must always reference an existing primary key; no orphaned records



	
		RISC
Reduced Instruction Set Computer — fewer, simpler instructions; common in ARM processors






		SQL
Structured Query Language — queries and modifies relational databases (SELECT, INSERT, UPDATE, DELETE, JOIN)



	
		TCP/IP
Four-layer networking model: Application, Transport, Internet, Link






		Two's complement
Negative integers in binary: invert all bits then add 1; MSB is sign bit



	
		Virtual machine
Software emulating complete hardware; can run an OS inside another OS






		Von Neumann
Architecture where instructions and data share the same memory and buses



	
	





Specification Checklist
Tick each item as you become confident with it. Reference codes map directly to the OCR H446 specification.

Component 01 — Computer Systems
1.1 — Processors, I/O and Storage
□  CPU components: ALU, CU, PC, MAR, MDR, CIR, ACC   [1.1.1a]
□  Buses: data, address, control — roles and directions   [1.1.1a]
□  FDE cycle — effects on all registers   [1.1.1b]
□  CPU performance: clock speed, cores, cache, pipelining   [1.1.1c–d]
□  Von Neumann, Harvard and contemporary architecture   [1.1.1e]
□  CISC vs RISC — differences and uses   [1.1.2a]
□  GPUs — uses beyond graphics   [1.1.2b]
□  Multicore and parallel systems   [1.1.2c]
□  Magnetic, flash, optical storage; RAM, ROM, virtual storage   [1.1.3]
1.2 — Software and Software Development
□  OS functions: memory management, scheduling, interrupts, drivers   [1.2.1a–g]
□  Paging, segmentation, virtual memory   [1.2.1b]
□  Interrupts and ISRs — role in FDE cycle   [1.2.1c]
□  Scheduling: round robin, FCFS, SJF, SRT, MLFQ   [1.2.1d]
□  OS types: distributed, embedded, real-time, virtual machine   [1.2.1e–h]
□  BIOS and device drivers   [1.2.1f–g]
□  Open source vs closed source   [1.2.2c]
□  Compiler, interpreter, assembler — differences and uses   [1.2.2d]
□  Compilation stages: lexical, syntax, semantic, code gen, optimisation   [1.2.2e]
□  Waterfall, agile, XP, spiral, RAD methodologies   [1.2.3a]
□  Programming paradigms: procedural, OOP, functional, declarative   [1.2.4a–b]
□  Assembly language / LMC instruction set   [1.2.4c]
□  Addressing modes: immediate, direct, indirect, indexed   [1.2.4d]
□  OOP: classes, objects, methods, inheritance, encapsulation, polymorphism   [1.2.4e]
1.3 — Exchanging Data
□  Lossless compression: RLE, dictionary (LZW) coding   [1.3.1a–b]
□  Lossy compression — when appropriate   [1.3.1a]
□  Symmetric and asymmetric encryption   [1.3.1c]
□  Uses of hashing   [1.3.1d]
□  Relational databases: primary/foreign/secondary keys, ER modelling   [1.3.2a]
□  Normalisation to 3NF   [1.3.2c]
□  SQL: SELECT, INSERT, UPDATE, DELETE, JOIN, WHERE, ORDER BY   [1.3.2d]
□  ACID properties, transaction processing, record locking   [1.3.2f]
□  TCP/IP model, DNS, packet and circuit switching, LAN/WAN   [1.3.3a–b]
□  Network security: firewalls, proxies, encryption   [1.3.3c]
□  Client-server and peer-to-peer models   [1.3.3e]
□  HTML, CSS, JavaScript — structure, presentation, behaviour   [1.3.4a]
□  Search engine indexing and PageRank algorithm   [1.3.4b–c]
□  Server-side vs client-side processing   [1.3.4d]
1.4 — Data Types, Structures and Algorithms
□  Primitive types: integer, real, char, string, Boolean   [1.4.1a]
□  Binary representation, conversions, addition, overflow   [1.4.1b–d]
□  Hexadecimal and conversions to/from binary and denary   [1.4.1e–f]
□  Floating point representation and normalisation   [1.4.1g]
□  Bitwise operations: AND, OR, XOR, left/right shifts, masks   [1.4.1i]
□  ASCII and Unicode character sets   [1.4.1j]
□  Arrays (1D, 2D, 3D), records, lists, tuples   [1.4.2a]
□  Linked lists, graphs, stacks, queues, trees, BSTs, hash tables   [1.4.2b]
□  Create, traverse, add and remove from each data structure   [1.4.2c]
□  Logic gates: AND, OR, NOT, NAND, NOR, XOR — truth tables   [1.4.3a, d]
□  Boolean laws: De Morgan's, distribution, association, commutation   [1.4.3b–c]
□  Karnaugh maps for simplification   [1.4.3b]
□  Half adder, full adder, D-type flip-flop   [1.4.3e]
1.5 — Ethics and Law
□  Data Protection Act 1998   [1.5.1a]
□  Computer Misuse Act 1990 — three offences   [1.5.1b]
□  Copyright, Designs and Patents Act 1988   [1.5.1c]
□  Regulation of Investigatory Powers Act 2000   [1.5.1d]
□  Ethical issues: AI, workforce, automated decisions, surveillance, environment   [1.5.2]

Component 02 — Algorithms & Programming
2.1 — Computational Thinking
□  Thinking abstractly — abstraction and abstract models   [2.1.1]
□  Thinking ahead — inputs/outputs, caching, preconditions   [2.1.2]
□  Thinking procedurally — decomposition, sub-procedures   [2.1.3]
□  Thinking logically — decision points, conditions, flow   [2.1.4]
□  Thinking concurrently — parallel tasks, trade-offs   [2.1.5]
2.2 — Programming Techniques
□  Sequence, iteration, branching   [2.2.1a]
□  Recursion — base case, call stack, vs iteration   [2.2.1b]
□  Global and local variables, scope   [2.2.1c]
□  Functions, procedures, parameter passing by value/reference   [2.2.1d]
□  OOP techniques in programs   [2.2.1f]
□  Decomposition, divide and conquer   [2.2.2c–d]
□  Backtracking, heuristics, pipelining, data mining, visualisation   [2.2.2f]
2.3 — Algorithms
□  Big-O: constant, linear, logarithmic, polynomial, exponential   [2.3.1c]
□  Bubble sort, insertion sort, merge sort, quick sort   [2.3.1f]
□  Dijkstra's shortest path, A* search   [2.3.1f]
□  Binary search and linear search   [2.3.1f]
□  Stack, queue, tree, linked list algorithms; depth/breadth-first traversal   [2.3.1e]

Component 03 — NEA (Programming Project)
□  Analysis: problem identification, stakeholders, success criteria   [3.1]
□  Design: decomposition, algorithms, data structures, test data   [3.2]
□  Development: iterative process, annotated code, validation, testing evidence   [3.3]
□  Evaluation: test vs criteria, usability, limitations, improvements   [3.4]



All Resources — Free to Use
Every resource listed here is free. Bookmark them all before September.

	Resource
	URL
	What it covers

	Craig & Dave (videos)
	youtube.com/@CraigDave
	Complete OCR A-Level CS video series. Search 'OCR A Level Computer Science'. Every spec topic covered.

	OCR Specification & Pseudocode Guide
	ocr.org.uk/alevelcomputerscience
	H446 spec, pseudocode guide, past papers, mark schemes, examiner reports. Download the pseudocode guide.

	Isaac Computer Science
	isaaccomputerscience.org
	Free platform with theory content, worked examples and practice questions mapped exactly to OCR H446.

	EduBlocks (Python coding)
	app.edublocks.org
	Browser-based Python 3 text-mode editor. No account needed. Use for all Python tasks in this booklet.

	Python Tutor (visualiser)
	pythontutor.com
	Visualises Python code step by step — excellent for recursion, OOP and data structure algorithms.

	LMC Simulator
	peterhigginson.co.uk/lmc
	Interactive Little Man Computer — practise assembly language before the exam.

	OCR ExamBuilder
	ocr.org.uk/exambuilder
	Build custom practice papers from real past OCR exam questions. Invaluable for timed practice.

	CS50 (Harvard)
	cs50.harvard.edu
	Free course. First two lectures are outstanding for computer architecture and low-level understanding.



	Good Luck — See You in September!
The students who do best at A-Level Computer Science are not always those who already know the most — they are the ones who stay curious, keep practising, and are not afraid to get things wrong. Every task in this booklet matters.
Uxbridge High School  ·  Department of Computer Science  ·  OCR H446


ocr.org.uk  |  isaaccomputerscience.org  |  pythontutor.com          Page 
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