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This booklet bridges Year 12 and Year 13. Each section is tied to a specific exam paper and contains:
  •  A knowledge checklist with the exact vocabulary examiners reward
  •  Examiner tips and common mistakes drawn from OCR reports (2022–2025)
  •  Exam-style questions with mark allocations and answer guidance
  •  Stretch tasks to push for top grades

Deadline: all work must be brought to your first lesson of Year 13.


	Paper
	Sections covered

	Paper 1 — Computer Systems (H446/01)
	Sections 1, 4, 5, 6, 8

	Paper 2 — Algorithms and Programming (H446/02)
	Sections 2, 3, 7




Section 1 — Data Structures   —   Paper 1: Computer Systems

Knowledge Checklist
Tick each item. If you cannot explain it precisely, revise before answering the questions.
	I can explain and apply...
	Key vocabulary examiners reward

	Static vs dynamic data structures and when each is used
	heap, stack memory, fixed-size, dynamic

	Stack operations: push, pop, peek — with a pointer to next free space (NOT top item)
	LIFO, top pointer, overflow, underflow

	Queue operations: enqueue, dequeue — using head and tail pointers (items are NOT shifted)
	FIFO, headPointer, tailPointer, circular

	Linked list: traversal from headPointer following pointers to null; insertion and deletion
	node, pointer, headPointer, null, free list

	Binary search tree: insert (left if smaller, right if larger), search, and traversals
	root, leaf, left subtree, right subtree, BST property

	Graph representations: adjacency matrix vs adjacency list
	vertex, edge, weighted, directed, undirected

	Hash tables: hash functions, collision handling (chaining, linear probing)
	hash function, key, bucket, collision, chaining

	When to use each structure and the trade-offs
	time complexity, memory, access pattern



  Examiner Tip
  Stack pointer: the pointer holds the index of the NEXT FREE space, not the top item. After 5 pushes into a 0-indexed array, pointer = 5.
  Pop order: DECREMENT the pointer first, THEN return the value at that index. If you return first, the decrement never executes.
  Queue: items are NEVER physically shifted. Only the headPointer moves forward on dequeue.
  Linked list traversal: always start at headPointer and follow each node’s pointer — never start at position 0 of the array.

  Common Mistakes to Avoid
  Stack push: storing the value after incrementing the pointer means the first item goes to index 1, not 0. Assign first, then increment.
  Linked list output: the first item to output is at headPointer — not the first physical item in the array.
  Deletion from a linked list: you must update the PREVIOUS node’s pointer to skip the deleted node AND set the deleted node’s pointer to the free list.


Exam-Style Questions
Q1   A stack is implemented using an array of size 6. The pointer is initially 0. Show the state of the array and pointer after: (a) push(7), push(3), push(9). (b) pop(). State the value returned by pop().
[4 marks]
Guide: Show the array contents, pointer value, and the value returned
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q2   A queue is implemented with headPointer = 2 and tailPointer = 5 in an array [_, _, 8, 3, 6, _, _]. Show the array state and pointer values after: enqueue(11), dequeue(), dequeue().
[4 marks]
Guide: Pointer values must be updated — no physical shifting
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q3   A singly linked list stores colours in the order: Red → Blue → Green → null. headPointer = 2. The array also stores a free list. Describe the steps to: (a) output all items in order, (b) delete 'Blue'.
[5 marks]
Guide: Reference headPointer, pointer-following, null termination, and free list for deletion
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q4   Values 15, 9, 21, 6, 12, 18, 24 are inserted into a BST in that order. (a) Draw the resulting tree. (b) Write the output of an inorder traversal. (c) Explain why inorder traversal always produces a sorted sequence.
[6 marks]
Guide: Left subtree values < node < right subtree values — this is the key reasoning
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________

Stretch & Challenge
  Implementation task
  In Python, implement a Stack class with push(), pop(), peek(), and is_empty() methods. Use a list internally but do NOT use Python’s built-in append/pop for these — manage your own pointer variable. Test with at least 8 operations including attempted overflow and underflow.

  Wider reading
  Visualgo.net — step-by-step animated data structure visualisations: https://visualgo.net
  OCR H446 specification sections 2.3.1 — 2.3.2



Section 2 — Algorithms & Complexity   —   Paper 2: Algorithms and Programming

Knowledge Checklist
	I can explain and apply...
	Key vocabulary examiners reward

	Trace bubble sort step-by-step with a swap flag optimisation
	pass, swap, swap flag, adjacent comparison

	Trace merge sort: atomise fully first, then merge two already-ordered lists
	divide and conquer, atomise, merge phase

	Trace insertion sort: apply to specific data, show sorted and unsorted sections
	sorted partition, unsorted partition, key

	Trace quick sort: identify pivot, partition into left/right sublists
	pivot, partition, recursion

	State and describe Big O: O(1), O(n), O(log n), O(n log n), O(n²), O(2ⁿ)
	constant, linear, logarithmic, polynomial, exponential

	State time and space complexity for each sorting algorithm
	best/average/worst case, in-place, auxiliary space

	Trace Dijkstra’s algorithm: table with all nodes, update distances, always pick lowest unvisited
	greedy, distance table, visited, relaxation

	Explain A* and the role of the heuristic function f(n) = g(n) + h(n)
	heuristic, admissible, g(n) actual cost, h(n) estimate

	Define tractable vs intractable problems and relate to P and NP
	P, NP, NP-complete, polynomial, exponential



  Examiner Tip
  Merge sort: you MUST atomise the list all the way down to single elements BEFORE merging. Do not sort within pairs.
  Merge phase: two SEPARATE already-ordered lists are merged — values are not placed in a combined list and sorted in-situ.
  Insertion sort: always apply to the specific data in the question step-by-step. Generic descriptions earn zero marks.
  Dijkstra: set ALL nodes to infinity initially. Always select the unvisited node with the LOWEST current distance. Show when you overwrite a shorter path — this earns a dedicated mark every year.

  Common Mistakes to Avoid
  Big O: O(2ⁿ) is exponential. O(2n) and O(n²) are NOT exponential. The difference is mathematical — 2ⁿ doubles with each new item.
  Space complexity: bubble sort and insertion sort are O(1) space (in-place, no extra memory). Many candidates write O(n) — this is wrong.
  Describing O(n) as 'proportion' alone earns no marks. You must say 'grows in direct proportion to the number of items'.
  Dijkstra: answering by inspection (giving path without working table) can earn at most 2 marks. Full marks requires the table.


Big O Quick Reference
	Notation
	Meaning — exactly what the examiner wants you to write

	O(1)
	Constant — execution time does not change regardless of the size of the input

	O(n)
	Linear — execution time grows in direct proportion to the number of items

	O(log n)
	Logarithmic — execution time grows at a decreasing rate as n increases (search space halved each step)

	O(n log n)
	Log-linear — e.g. merge sort (all cases), quicksort (best/average)

	O(n²)
	Polynomial / Quadratic — execution time grows as the square of the number of items

	O(2ⁿ)
	Exponential — execution time doubles with each additional item added to the input



Exam-Style Questions
Q1   Trace bubble sort on [5, 1, 4, 2, 8] showing each pass. Include a swap flag. State the number of passes required and explain how the swap flag provides an optimisation.
[5 marks]
Guide: Show each comparison, mark each swap, reset flag per pass, explain early termination
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q2   Trace merge sort on [38, 27, 43, 3, 9, 82, 10]. Show the complete split phase first, then the merge phase. Identify the mistake: 'merge sort splits into pairs and sorts them in place'.
[5 marks]
Guide: All the way to single elements before ANY merging. Two separate ordered lists merge — not in-situ sorting
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q3   Trace Dijkstra’s algorithm from node A on this graph: A-B(6), A-C(1), C-B(2), C-D(5), B-D(1), B-E(3), D-E(4). Show your working table. State the shortest path from A to E and its total distance.
[7 marks]
Guide: Table: node | current distance | previous node | visited. Start all at infinity. Always pick lowest unvisited.
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q4   A developer states: 'quicksort is always faster than merge sort'. Evaluate this statement. Reference time complexity in best, average, and worst cases, and explain one scenario where merge sort is preferred.
[6 marks]
Guide: Quicksort worst case O(n²) when pivot choice is poor. Merge sort is O(n log n) all cases and is stable.
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________

Stretch & Challenge
  Benchmarking task
  Implement bubble sort, merge sort, and quicksort in Python. Benchmark each on randomly generated lists of 100, 1000, 10000, and 50000 elements. Plot execution time vs input size on a graph. Do the curves match the Big O predictions?

  Wider reading
  Computerphile YouTube: 'Dijkstra’s Algorithm', 'Sorting Secret', 'P vs NP problem'
  OCR H446 specification sections 2.3.3 — 2.3.5



Section 3 — Theory of Computation   —   Paper 2: Algorithms and Programming

Knowledge Checklist
	I can explain and apply...
	Key vocabulary examiners reward

	Draw and interpret a finite state machine (DFA/NFA) with accepting states
	state, transition, alphabet, accepting state

	Define a regular language and write a regular expression for it
	Kleene star (*), union (|), concatenation, regex

	Describe the Turing Machine model of computation
	tape, read/write head, state, transition function, halting

	Explain the Halting Problem and why it is undecidable (proof by contradiction)
	undecidable, reduction, self-referential, proof by contradiction

	State the Church-Turing thesis and its significance
	computable, universal Turing machine, hypothesis

	Read and write BNF grammar rules and derive sentences
	non-terminal, terminal, production rule, derivation, parse tree

	Use a syntax diagram to check whether a string belongs to a language
	syntax diagram, valid/invalid, grammar



  Examiner Tip
  BNF: non-terminals are in angle brackets <like this>. Terminals are literal characters. Every derivation ends when only terminals remain.
  Regular expressions: * means zero or more repetitions. + means one or more. | means 'or'. Brackets group sub-expressions.
  Halting Problem proof: assume a program H exists that can decide halting for any program. Construct a program that loops if H says it halts, and halts if H says it loops. H cannot decide its own behaviour — contradiction.


Exam-Style Questions
Q1   A DFA accepts all binary strings over {0, 1} that end in '01'. Draw the DFA with clearly labelled states, transitions, and accepting states. Verify your DFA accepts '1001' and rejects '010'.
[5 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q2   Write a regular expression that matches: a string starting with one or more digits, followed by a single dot, followed by exactly two lowercase letters. Give two valid strings and one invalid string that your regex rejects.
[4 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q3   Explain what the Halting Problem is and why it is undecidable. Your answer must include a description of the proof by contradiction. State one implication of undecidability for software development.
[7 marks]
Guide: Define the problem, describe the self-referential program construction, identify the contradiction
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q4   The following BNF defines a simple expression language:    <expr> ::= <term> | <expr> '+' <term>    <term> ::= <digit> | '(' <expr> ')'    <digit> ::= '0' | '1' | '2' | '3' | '4' | '5' | '6' | '7' | '8' | '9' Show the full derivation of (2 + 3) and draw the corresponding parse tree.
[5 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________

Stretch & Challenge
  Simulation task
  Using JFLAP (free: http://www.jflap.org) or Python, build a DFA that accepts binary strings representing numbers divisible by 3. Test with inputs 0, 3, 6, 9, 11, 12. Explain the relationship between each state and the remainder when dividing by 3.

  Wider reading
  Stanford Encyclopaedia of Philosophy: accessible summary of Turing’s 1936 paper
  OCR H446 specification section 2.3.6



Section 4 — Computer Systems   —   Paper 1: Computer Systems

Knowledge Checklist
	I can explain and apply...
	Key vocabulary examiners reward

	Describe the FDE cycle: sequence of register operations in order (PC → MAR → MDR → CIR, PC+1)
	PC, MAR, MDR, CIR, ACC, data bus, address bus, control bus

	Distinguish Von Neumann and Harvard architectures
	shared/separate memory, shared/separate buses, simultaneous fetch

	Explain how pipelining increases throughput and describe pipeline hazards
	overlapping FDE stages, throughput, hazard, branch prediction

	Compare RISC and CISC — including context (mobile vs desktop)
	simple/complex instruction set, clock cycles per instruction, pipeline

	Write and trace LMC assembly programs using INP, OUT, LDA, STA, ADD, SUB, BRA, BRZ, BRP, HLT, DAT
	accumulator, mnemonic, branch, label, DAT

	Explain cache memory (L1/L2/L3) and locality of reference
	hit, miss, locality, SRAM, cache hierarchy

	Explain virtual memory: paging, page faults, and thrashing
	page, frame, page table, TLB, thrashing

	Describe process scheduling: round robin, FCFS, priority scheduling
	ready, running, blocked, context switch, starvation

	Explain concurrency issues: race conditions, deadlock, semaphores
	mutual exclusion, semaphore, mutex, deadlock conditions



  Examiner Tip
  Registers: say 'holds' or 'stores', never 'fetches' or 'passes'. A register does NOT fetch data — it stores it temporarily.
  PC holds the address of the NEXT instruction to be fetched — it does NOT count how many instructions have been executed.
  For CPU performance improvements: always say MORE/HIGHER/FASTER. 'A higher clock speed means more FDE cycles per second' earns the mark; 'change the clock speed' earns nothing.
  Pipelining is NOT the same as multiple cores. Pipelining overlaps stages of ONE FDE cycle; cores run separate FDE cycles in parallel.
  LMC: do NOT write pseudocode for assembly questions. Use only official mnemonics. Always trace your program with a test value.

  Common Mistakes to Avoid
  RISC vs CISC: simple instruction set does NOT mean 'fewer instructions' in a program — more instructions are needed to do complex tasks (programs are LARGER). RISC needs more RAM.
  Virtual memory: thrashing occurs when the system spends more time swapping pages than executing instructions — caused by insufficient RAM relative to process demands.


LMC Instruction Reference
	Mnemonic
	What it does

	INP
	Input a value from the user and load it into the accumulator

	OUT
	Output the value currently in the accumulator

	LDA label
	Load the value stored at [label] into the accumulator

	STA label
	Store the accumulator value into memory at [label]

	ADD label
	Add the value at [label] to the accumulator

	SUB label
	Subtract the value at [label] from the accumulator

	BRA label
	Branch Always — unconditional jump to [label]

	BRZ label
	Branch if Zero — jump to [label] if accumulator = 0

	BRP label
	Branch if Positive — jump to [label] if accumulator >= 0

	HLT
	Stop the program

	DAT value
	Declare a memory location with an optional starting value



Exam-Style Questions
Q1   Describe the complete sequence of register operations during the fetch stage of the FDE cycle. Name the register used at each step and the bus that carries each transfer.
[5 marks]
Guide: Six steps in order: PC→MAR, address bus, read signal, data bus→MDR, MDR→CIR, PC+1
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q2   Write an LMC program that accepts two inputs, outputs their sum if it is positive, and outputs 0 if the sum is zero or negative. Trace your program with inputs 12 and -15.
[6 marks]
Guide: Use INP, ADD, BRZ/BRP to branch, STA/LDA to store intermediate values, OUT, HLT
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q3   A smartphone uses an ARM processor. Explain why ARM’s RISC design is better suited to a mobile device than a CISC design. Refer to instruction set, power consumption, and pipelining in your answer.
[6 marks]
Guide: This is a context question — apply every point to mobile device constraints (battery, heat, size)
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q4   Explain the difference between a race condition and a deadlock. Describe, using pseudocode, how a semaphore prevents a race condition when two processes share a variable.
[6 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________

Stretch & Challenge
  LMC challenge
  Write an LMC program that multiplies two inputs using repeated addition. Extend it to handle multiplication by zero correctly. Test with (3,4), (7,0), and (1,9). Use the simulator at https://peterhigginson.co.uk/LMC/

  Wider reading
  Crash Course Computer Science (YouTube) episodes 1–12 — excellent visual explanations of all hardware topics
  OCR H446 specification sections 2.1.1 — 2.1.4



Section 5 — Networking   —   Paper 1: Computer Systems

Knowledge Checklist
	I can explain and apply...
	Key vocabulary examiners reward

	Explain the TCP/IP four-layer model and what each layer does
	application, transport, internet, link layer, encapsulation

	Name common protocols and their port numbers
	HTTP(80), HTTPS(443), FTP(21), SMTP(25), DNS(53), SSH(22)

	Explain IPv4 vs IPv6 and the need for subnetting / NAT
	subnet mask, CIDR, private/public IP, NAT, address exhaustion

	Describe how DNS resolves domain names step by step
	recursive resolver, root server, TLD, authoritative server

	Explain symmetric vs asymmetric encryption and TLS handshake
	AES, RSA, public key, private key, session key, certificate

	Describe digital certificates and PKI
	certificate authority (CA), trust chain, revocation

	Explain packet switching and compare with circuit switching
	store-and-forward, packet headers, routing, overhead

	Describe common security threats and countermeasures
	DDoS, MITM, phishing, SQL injection, firewall, IDS



  Examiner Tip
  TLS handshake: asymmetric encryption is used ONLY to exchange the symmetric session key. All subsequent data is encrypted with the symmetric session key (faster). Asymmetric throughout would be too slow.
  DNS resolution: browser cache → OS cache → recursive resolver → root server → TLD server → authoritative server. Know each step.
  Packet switching: each packet may take a different route. This is why it is resilient — if one route fails, packets re-route.


Exam-Style Questions
Q1   Describe, step by step, what happens when a user types 'https://www.uxbridgehighschool.org.uk' into a browser and presses Enter. Your answer must reference DNS, TCP three-way handshake, TLS, and HTTP.
[7 marks]
Guide: DNS lookup → TCP SYN/SYN-ACK/ACK → TLS handshake (cert, key exchange) → HTTP GET → response
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q2   A network uses IP address 192.168.4.0 with subnet mask 255.255.255.224. Calculate: (a) the number of subnets, (b) the maximum usable hosts per subnet, (c) the broadcast address of the third subnet.
[5 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q3   Explain how asymmetric and symmetric encryption are both used in a TLS handshake. Why would using only asymmetric encryption for all data transfer be impractical?
[5 marks]
Guide: Asymmetric is slow due to large key sizes. Symmetric is fast but needs a secure way to share the key first — TLS uses asymmetric only for key exchange.
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q4   Describe a SQL injection attack. Explain one technical countermeasure a developer can implement at the code level and one network-level countermeasure.
[5 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________

Stretch & Challenge
  Research task
  Find a cybersecurity incident from 2024 or 2025 (DDoS, data breach, ransomware, etc.). Write a one-page case study: what happened, what vulnerability was exploited, the scale of impact, and what specific countermeasures would have prevented it.

  Wider reading
  Computerphile YouTube: 'How DNS Works', 'TLS Explained', 'Hashing Algorithms and Security'
  Cloudflare Learning Centre (free): https://www.cloudflare.com/learning/



Section 6 — Databases & Big Data   —   Paper 1: Computer Systems

Knowledge Checklist
	I can explain and apply...
	Key vocabulary examiners reward

	Design an entity-relationship diagram from a scenario
	entity, attribute, primary key, foreign key, one-to-many, many-to-many

	Normalise a relation from UNF to 1NF, 2NF, and 3NF
	repeating group, partial dependency, transitive dependency

	Write SELECT queries with WHERE, JOIN, GROUP BY, ORDER BY, aggregate functions
	DDL, DML, inner join, outer join, alias, aggregate

	Write INSERT INTO, UPDATE, DELETE statements
	syntax: INSERT INTO table (fields) VALUES (values)

	Explain ACID properties and why they matter for transactions
	atomicity, consistency, isolation, durability, rollback, commit

	Describe concurrency control: record locking and deadlock
	lock, deadlock, timestamp ordering, optimistic concurrency

	Explain the 3Vs (or more) of Big Data and why traditional RDBMS struggles
	volume, velocity, variety, veracity, horizontal scaling

	Describe NoSQL categories and when they are used
	document store, key-value, column-family, CAP theorem



  Examiner Tip
  INSERT INTO syntax appears frequently. The full form is: INSERT INTO tableName (field1, field2) VALUES (value1, value2). Partial syntax loses marks.
  Normalisation: 1NF — remove repeating groups. 2NF — remove partial dependencies (every non-key attribute depends on the WHOLE key). 3NF — remove transitive dependencies (non-key attributes must not depend on other non-key attributes).
  For SQL JOINs: state the join type (INNER/LEFT), and the condition linking the foreign key to the primary key.


Exam-Style Questions
Q1   The following table is not normalised:    BookLoan(LoanID, MemberID, MemberName, MemberAddress, ISBN, Title, AuthorID, AuthorName, LoanDate, ReturnDate) Normalise to 3NF. Show your working at each stage and identify the dependency you removed at each step.
[8 marks]
Guide: UNF→1NF: remove repeating groups. 2NF: full functional dependency. 3NF: no transitive dependencies. Name each new table and its primary key.
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q2   Given tables: Student(StudentID, Name, Year), Course(CourseID, CourseName, TeacherID), Enrolment(StudentID, CourseID, Grade). Write SQL to: (a) list all Year 13 students alphabetically, (b) find the average grade per course name, (c) list students enrolled in both 'Computer Science' and 'Maths'.
[6 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q3   Explain the ACID properties. For each property, give a specific example of a problem that would occur if it were violated in an online banking transaction.
[6 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q4   A music streaming service logs 2 billion events per day (plays, skips, searches). Explain why a traditional relational database is unsuitable and describe one NoSQL approach that would handle this workload, justifying your choice.
[5 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________

Stretch & Challenge
  SQL practical
  Using DB Browser for SQLite (free download), design a school database with at least four related tables. Populate with realistic sample data. Write 8 queries: at least one JOIN, one GROUP BY with HAVING, one subquery, and one INSERT INTO.

  Wider reading
  W3Schools SQL Tutorial (interactive): https://www.w3schools.com/sql/
  OCR H446 specification sections 2.6.1 — 2.6.3



Section 7 — OOP & Programming Paradigms   —   Paper 2: Algorithms and Programming

Knowledge Checklist
	I can explain and apply...
	Key vocabulary examiners reward

	Declare a class in OCR pseudocode: private attributes, public constructor, getters, setters
	class, private, public, attribute, constructor (new)

	Distinguish getter (function, no parameters) from setter (procedure, one parameter)
	accessor, mutator, function returns value, procedure does not

	Instantiate an object and call methods correctly
	objectName = new ClassName(params), objectName.method()

	Explain encapsulation: private attributes only accessed via public getter/setter methods
	encapsulation, data hiding, access modifier

	Describe inheritance: subclass inherits attributes and methods from superclass
	superclass, subclass, inherit, override

	Explain polymorphism: same method name, different behaviour in different classes
	polymorphism, method overriding, interface

	Compare OOP, procedural, and functional paradigms
	side effect, pure function, first-class function, immutability

	Use higher-order functions: map(), filter(), reduce() in Python
	lambda, higher-order, map, filter, reduce, referential transparency



  Examiner Tip
  Getters MUST be functions (they return a value). If you write 'procedure' for a getter, you lose the mark. Setters are procedures.
  Getters take NO parameters. A getter that accepts a parameter and returns it back is a common error that earns zero marks.
  Constructor in OCR pseudocode is called 'new', NOT '__init__' or the class name. Use OCR pseudocode syntax in exam answers.
  Instantiation: objectName = new ClassName(parameters). Not: new ClassName = objectName. The object name comes FIRST.
  Getter/setter methods must be PUBLIC. Private access on a getter prevents it being called from outside the class.

  Common Mistakes to Avoid
  Using .append() or other Python-specific methods in pseudocode earns zero marks. Use OCR pseudocode syntax only.
  Returning a modified version of the attribute in a getter (e.g. returning attribute + 1) — the getter returns the attribute directly.
  Confusing instantiation with inheritance: 'myStack = new Stack()' creates an INSTANCE, not a subclass.


OCR Pseudocode Class Template
class ClassName
   private attributeName : datatype

   public procedure new(param : datatype)
      attributeName = param
   endprocedure

   public function getAttributeName() returns datatype
      return attributeName
   endfunction

   public procedure setAttributeName(newValue : datatype)
      attributeName = newValue
   endprocedure

endclass

// Instantiation:
objectName = new ClassName(value)
result = objectName.getAttributeName()


Exam-Style Questions
Q1   A game contains three types of character: Warrior, Mage, and Archer. Each has a name (string) and healthPoints (integer). Mage also has a manaPoints (integer) attribute. All three have an attack() method, but each behaves differently. (a) Write the class declaration for Character and Mage in OCR pseudocode. (b) Explain how polymorphism applies to the attack() method.
[8 marks]
Guide: Character is the superclass. Mage inherits from Character. Each class has its own attack() implementation — this IS polymorphism.
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q2   Explain the difference between encapsulation and abstraction. For each, give one concrete benefit in a large team software project.
[4 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q3   A list nums = [3, 7, 1, 12, 5, 18, 4, 9] is to be processed functionally. Write Python code using map(), filter(), and reduce() to: (a) square every element, (b) keep only elements greater than 20, (c) find the product of the remaining elements.
[5 marks]
Guide: Use lambda for short functions. Remember reduce() is in functools.
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q4   Compare OOP and functional programming paradigms. For each, state two characteristics and give one scenario where it is the better choice. Which paradigm is better suited to building a banking application, and why?
[6 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________

Stretch & Challenge
  OOP implementation
  Build a working Python class hierarchy for a school management system: Person (superclass), Student and Teacher (subclasses). Include appropriate private attributes, getters, setters, and at least one overridden method. Write a short main program that instantiates three objects and demonstrates polymorphism.

  Wider reading
  Exercism.io Python track — complete 15 exercises: https://exercism.io/tracks/python
  OCR H446 specification sections 2.4.1 — 2.4.3



Section 8 — Legal, Ethical & Social Issues   —   Paper 1: Computer Systems

Knowledge Checklist
	I can explain and apply...
	Key vocabulary examiners reward

	Explain the three sections of the Computer Misuse Act 1990
	unauthorised access, modification, intent, Sections 1/2/3

	Explain key rights and responsibilities under GDPR / DPA 2018
	data controller, processor, lawful basis, data subject rights, consent

	Discuss algorithmic bias: causes, examples, and mitigation strategies
	training data bias, feedback loop, transparency, accountability

	Evaluate cultural issues in software: layout, colour, character sets
	localisation, internationalisation, Unicode, right-to-left text

	Discuss the moral and legal implications of AI and autonomous systems
	accountability gap, liability, explainability, autonomous decision-making

	Evaluate the environmental impact of computing
	e-waste, carbon footprint, data centre energy, lifecycle

	Discuss privacy: surveillance, metadata collection, anonymisation
	metadata, mass surveillance, CCTV, right to privacy, anonymisation

	Evaluate the impact of automation on employment and society
	displacement, augmentation, reskilling, digital divide



  Examiner Tip
  Extended answer questions ask you to EVALUATE — not just describe. You must reach a justified conclusion referencing the specific scenario given.
  For AI/ethics questions: structure as AO1 (knowledge of the issue), AO2 (apply to the given context), AO3 (evaluate — is it a good/bad outcome, what should be done). All three are needed for the top band.
  Computer Misuse Act: Section 1 is basic unauthorised access. Section 2 adds intent to commit a further offence. Section 3 is unauthorised modification of computer material (e.g. installing malware).

  Common Mistakes to Avoid
  GDPR: 'the company should get permission' is too vague. Say 'obtain explicit informed consent as the lawful basis for processing' to gain marks.
  Algorithmic bias: do not just say 'the AI is biased'. Explain how biased training data leads to biased outputs and perpetuates inequalities.


Extended Answer Question Topics (OCR 2022–2025)
	Year
	Topics that appeared as 9–12 mark extended responses

	2022
	RISC vs CISC | AI and machine learning bias | Waterfall vs Spiral development

	2023
	OS memory management | Encryption and hashing | RIPA 2000 legislation

	2024
	Cultural issues in software design | Search engine indexing & PageRank | Flat file vs relational databases

	2025
	Virtual machines & thin/thick client | High-level vs low-level languages | AI moral and legal implications



Exam-Style Questions
Q1   A local council is considering using facial recognition cameras in a shopping centre to identify known shoplifters. Discuss the ethical and legal issues this raises. In your answer, consider at least three stakeholder perspectives and reach a justified conclusion.
[9 marks]
Guide: Level 3 answer: precise legal references (DPA/GDPR, Human Rights Act), balanced stakeholder analysis (council, police, retailers, shoppers, civil liberties groups), clear justified conclusion
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q2   A recruitment AI trained on historical hiring data shows a significant bias against female applicants. (a) Explain how this bias arose. (b) Describe two technical steps a developer could take to detect and reduce bias. (c) Explain one wider societal harm if the bias is left uncorrected.
[7 marks]
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
Q3   The Computer Misuse Act 1990 was written before modern cybercrime existed. Evaluate how well it addresses three specific types of modern cybercrime. Suggest one way the Act could be updated.
[7 marks]
Guide: Pick three: ransomware, DDoS, phishing, cryptojacking, state-sponsored attacks. For each: does the Act cover it? What gap exists?
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________
________________________________________________________________________________________________________

Stretch & Challenge
  Current affairs reading
  Find three news articles from 2025 relating to computing and society (AI regulation, data breach, biometric surveillance, automation and jobs). For each: summarise the story, identify which law or ethical principle applies, and evaluate whether existing legislation is adequate.

  Wider reading
  ICO (Information Commissioner’s Office) GDPR guidance: https://ico.org.uk
  AI Now Institute annual reports: https://ainowinstitute.org
  OCR H446 specification section 2.5



Progress Tracker

	Section
	Paper
	Status

	1 — Data Structures
	Paper 1
	Not started / In progress / Complete

	2 — Algorithms & Complexity
	Paper 2
	Not started / In progress / Complete

	3 — Theory of Computation
	Paper 2
	Not started / In progress / Complete

	4 — Computer Systems
	Paper 1
	Not started / In progress / Complete

	5 — Networking
	Paper 1
	Not started / In progress / Complete

	6 — Databases & Big Data
	Paper 1
	Not started / In progress / Complete

	7 — OOP & Programming Paradigms
	Paper 2
	Not started / In progress / Complete

	8 — Legal, Ethical & Social Issues
	Paper 1
	Not started / In progress / Complete



Suggested schedule:
  Week 1 (by 10 July):  Sections 1 & 2 — Data Structures, Algorithms
  Week 2 (by 17 July):  Sections 3 & 4 — Theory of Computation, Computer Systems
  Week 3 (by 24 July):  Sections 5 & 6 — Networking, Databases
  Week 4 (by 31 July):  Sections 7 & 8 — OOP, Ethics
  August:               Revisit weak areas, complete stretch tasks, wider reading
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